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Abstract: With the advent and development of the Internet of Things, new needs arose and 

more attention was paid to these needs. These needs include: low power consumption, low 

area consumption, low supply voltage, higher security and so on. Many solutions have been 

proposed to improve each one of these needs. In this paper, we try to reduce the power 

consumption and enhance the security by using SPGAL, a DPA-resistant Logic, and 

Carbon Nanotube FETs (CNTFETs) instead of conventional CMOS and MOSFET 

technology, for IoT devices. All simulations are done with HSPICE. 
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1 Introduction1 

OWADAYS, the Internet of Things plays a key 

role in human societies. The applications of 

Internet of Things seem to be unlimited and have 

expanded in various fields such as medicine, 

transportation, smart home, entertainment, welfare 

facilities and so on. IoT devices are able to measure and 

store environmental or physical conditions and send this 

information either to themselves or to a central host. 

Considering the expansion of the Internet of Things, 

energy management and versatility are the main 

problems of these devices. 

   There are many solutions to reduce power 

consumption. These solutions are divided into two 

general categories. The first is to reduce power 

consumption using new and low-power logic. In this set 

of methods, the layout of transistors is changed in such 

a way that the power consumption will be lower than 

conventional CMOS logic. Adiabatic Logic [1], which 

includes SPGAL, is in this category. Adiabatic Logic 

uses power clocks to efficiently recycle the charge 

stored in the load capacitor. Due to the recycling of the 

charge, the dynamic power consumption is reduced in 
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adiabatic logic. Adiabatic logic is divided into two 

groups of quasi-adiabatic and fully adiabatic logic. Fully 

adiabatic logic circuits use less energy, but they are 

usually very large and complex and are not used 

because of the limited size of IoT devices. 

   The second set of solutions attempts to reduce power 

consumption by changing the structure of transistors. By 

reducing the technology node and subsequently 

reducing the length of the channel, new effects, known 

as MOSFET short channel effects, started to emerge. 

These effects generally increase the leakage current 

from drain to source and increase power consumption. 

Researchers use new technologies such as FinFETs [2], 

double gate and tri gate MOSFETs, SOI transistors [3], 

carbon nanotube FETs, etc. to reduce leakage current 

and short channel effects. Of course, most of these 

technologies either have their own problems, or they are 

costly; which is why they have yet to be fully 

industrialized. 

   In this paper, we examine the technology of 

manufacturing IoT devices with low-power logic and 

low-power transistors. The purpose of the future 

sections is to first examine SPGAL and its advantages 

over conventional CMOS circuits (Section 2). We then 

review the carbon nanotube FETs (Section 3) and 

ultimately present and discuss the results (Section 4). 

 

2 Symmetric Pass Gate Adiabatic Logic (SPGAL) 

   Adiabatic logic is a technique in the design of circuits 

in which the charge stored in the load capacitor is 

N 
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recovered to the clock, and as a result, the amount of 

dynamic power in this type of logic is reduced. In the 

case where the load capacitor in the circuits of this logic 

is charged through a constant current supply, the energy 

dissipation is obtained from (1) [4]. 
 

2 2

  dd

diss

RC V
E

T
   (1) 

 

   Since there is no ideal current source, designing these 

types of circuits uses a trapezoidal voltage supply. This 

voltage source can show the same behavior as the 

behavior of a constant current supply. According to (1), 

the larger the T, the less energy is lost, and if this value 

reaches infinity, energy dissipation will be zero. Since 

in practice the amount of T will never be infinite, the 

energy dissipation in these circuits is inevitable, but 

energy dissipation may be reduced by reducing the 

frequency and increasing the amount of T. Because of 

this, the adiabatic logic is suitable for working at low 

frequencies. 

   The background to DPA-resistant and adiabatic logic 

dates back to 2008, where Khatir and Moradi presented 

Secure Adiabatic Logic (SAL) at Sharif University of 

Technology [5]. Extensive analysis were carried out on 

this logic, and it was shown that this logic family is 

dependent on power supply current flow and leaked 

information. In 2010, Choi et al. [6] presented 

Symmetric Adiabatic Logic (SyAL) that modified 

Efficient Charge Recovery Logic (ERCL). In 2013, 

Monteiro et al. [7] proposed Charge Sharing Symmetric 

Adiabatic Logic (CSSAL). This logic uses twelve 

trapezoidal clock sources, which makes the design of 

the circuit very complex. Finally, Secured Quasi 

Adiabatic Logic (SQAL) was presented [8] which 

reduces the area consumption and also the amount of 

power, compared to the rest of the DPA-resistant 

adiabatic logic; while still exhibiting a lot of non-

adiabatic losses. 

   SPGAL, which is a type of adiabatic logic, was 

presented in 2016 [9]. This logic has been used to build 

cryptographic processors due to resistance to DPA 

attacks. Since this logic consumes low power and also 

has high security, it can be used in secure IoT devices. 

This logic is a dual rail logic that can produce the 

opposite along with its original output. Fig. 1 shows the 

general structure of SPGAL gates. In SPGAL gates, F 

and F  are designed in such a way that the load 

capacitors are balanced. Transistors M1 and M2 are 

used to recover the charge from the load capacitances 

while M3 and M4 are used to discharge the redundant 

charge present in the load capacitances before the 

evaluation of the next cycle of inputs. In addition there 

are two types of inputs in the circuits designed in 

SPGAL. First one is the normal input, which will be 

used to control the functionality of circuit. The second 

one is dependent on first one. Only one of these inputs 

have a trapezoidal waveform and the other one should 

remain at GND value. The one, which has a trapezoidal 

waveform acts like a logical ‘1’ and the other is a 

logical ‘0’. This behavior is also observed at the 

outputs. We will show the second type of input with an 

additional ‘dep’ in front of its name. 

   To explain the function of the gate in this logic, we 

use a buffer/inverter gate. Fig. 2 shows the gate 

designed in this logic. The trapezoidal clock source in 

this logic consists of four different phases. In the first 

phase, which is called the wait phase, the clock value is 

GND and the input slowly increases from GND to Vdd. 

Since the value of Vgs should be greater than the 

threshold voltage value, Vtn for the NMOS transistor to 

be turned on, when the input is increased from this 

value, the M3 transistor will turn on. As the voltage of 

the drain and source is GND, no current will be pulled 

through the transistor. In addition, in this phase, the 

discharge signal is activated and causes M5 and M6 to 

light up. The remaining charge in the load capacitor, 

which is left from the previous cycle, will be depleted 

through one of these two transistors. 

   In the second phase, or the evaluation phase, the input 

has reached the value of Vdd, the discharge signal is 

deactivated and the clock value slowly increases from 

GND to Vdd. Increasing the clock voltage causes the 

load capacitor to slowly charge and follow the clock 

voltage. When the value of the clock voltage reaches the 

threshold voltage of M1, it will turn on. When the 

output voltage reaches Vdd–Vtn, M3 will turn off. By 

shutting off the M3 transistor, the current is pulled 

through M1, charging the load capacitor. 
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Fig. 1 General structure of SPGAL gates. 
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Fig. 2 A buffer/inverter gate designed in SPGAL. 
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   In the third phase, or hold phase, the clock voltage 

remains at Vdd, and M3 turns off due to reduction the 

input voltage from Vdd to GND, without non-adiabatic 

losses. Finally in the fourth phase, or the recovery 

phase, the clock voltage slowly decreases towards 

GND. Charges stored in the output load capacitor are 

slowly recovered through the M1 transistor back to the 

clock. Charge recovery will continue to the clock until 

the output node value reaches Vtp. After that, since M1 

is turned off, the Vtp value is stored in the load capacitor. 

The charge stored in this capacitor will be depleted with 

the start of the next phase and the activation of the 

discharge signal. Fig. 3 shows the waveforms related to 

circuit in Fig. 2. 

 

3 CNTFET 

   The semiconductor industry has made remarkable 

progress over the past few decades. Over these years, 

Moore’s law has predicted the number and size of 

transistors in integrated circuits. But in the past few 

years, with the reduction of the technology node and 

then the channel length in MOSFETs, new effects, 

called short channel effects, have emerged. These 

effects increase the leakage current in transistors and 

thus increase the power consumption of MOSFETs. In 

addition, the number of failures and defects in the 

process is expected to increase and the yield will be 

lower. Researchers have suggested solutions to prevent 

these effects. A series of these solutions is devised to 

improve the structure of the transistor in order to control 

the power consumption of the MOSFET. But another  
 

d
is

ch
ar

g
e

in
p

u
t

in
p

u
t_

d
ep

o
u

t
cl

o
ck

t

t

t

t

t
Vtp

 

Fig. 3 Time diagram of SPGAL signals. 

alternative in replacing MOSFET technology with other 

technologies, or replacing other materials instead of 

silicon, is to improve their power consumption. As the 

scale of MOSFET transistors with a length of 10 nm 

reaches its technological and physical limits, the second 

set of solutions are apparently more promising. Among 

the materials that can replace silicon, carbon nanotubes 

are more promising. One of the main features of 

CNTFETs against MOSFETs is that they overcome 

many of the limitations including the short channel 

effects. 

   A single-walled carbon nanotube is actually a 

graphene layer that is rolled up with a chiral vector and 

comes in the form of a cylinder. Carbon nanotubes have 

two natures, either metallic or semiconducting. It is the 

chiral vector that identifies which nature carbon 

nanotube should follow. The chiral vector is defined by 

(2) [10]. 
 

1 2   hC na ma    (2) 

 

In this equation, 
1a  and 

2a  are unit vectors of the 

network, and m and n are positive integer numbers that 

determine the chirality of the tube. If the value of n–m is 

divisible by 3, the carbon nanotube has a metallic 

property, otherwise it has a semiconducting property. 

Fig. 4 shows the network of graphene and the unit 

vectors. The diameter of the tube is also obtained from 

(3). In this equation, the value of a, which is the inter-

atomic distance between each atom of carbon and its 

adjacent atom, is 0.142 nm [10]. 
 

2 23
   CNT

a
D n m nm


     (3) 

 

   A CNTFET is actually a MOSFET, with the exception 

that it uses carbon nanotubes instead of silicon in its 

channel. The general structure of this type of transistor 

is shown in Fig. 5. The nanotubes used in the channel 

can be single-wall or multi-wall. A single-wall nanotube  
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Fig. 4 A graphene network with the unit vectors. In this case 
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is a graphene layer that has been rolled up, but a multi-

wall nanotube consists of several single-wall nanotubes 

inside each other. The characteristics of these transistors 

is similar to that of the MOSFETs, but they have special 

properties that can resist the effects of a short channel 

and reduce leakage currents. These exceptional carbon 

nanotube electrical properties originate from the unique 

graphene electronic structure, which can be rolled into a 

hollow cylinder [11]. 

   Features that make CNTFET work better than 

MOSFET are as follows: 

 According to [10], it was observed that the quantum 

capacitor increases in the MOSFETs by reducing the 

thickness of the oxide, while in CNTFETs, in the 

simulation environment, the quantum capacitor 

decreases by decreasing the thickness of the oxide 

from 1.5 to 0.7 nm. Increasing this capacitance will 

increase the propagation delay and thus reduce the 

performance. 
 Carriers in CNTFET have higher mobility [12]. 

 In CNTFETs, there is a ballistic conduction that 

increases the current flow. This phenomenon is 

absent in MOSFETs [13]. 

 In CNTFETs, the contact resistance is lower [14]. 

 CNTFETs have higher switching speed and lower 

heat dissipation [15]. 

 Transistors based on carbon nanotubes can also 

work as molecular transistors in the terahertz regime 

[16]. 

 Of course, apart from these unique features, carbon 

nanotube FETs have some weaker features 

compared to MOSFETs. Carbon nanotubes are less 

reliable, because they react readily with oxygen. In 

addition, making these devices is very costly [17]. 

 

4 Results 

   In this section, we examine the simulation results. 

Simulations have been applied to a gate and a simple 

circuit implemented in different logics and technologies. 

To examine and compare different technologies, all the 

parameters, such as Vdd are assumed to be the same and 

their power consumption is compared. Then, various 

parameters for CNTFET technology have been 

improved and power consumption has been obtained in 

this case. The Stanford University CNTFET model has 

been used for simulations [18]. 

   The gate that is simulated is an XOR gate. Fig. 6 

shows the XOR gate implemented in SPGAL. The 

PRESENT Encryption S-Box circuitry [19] is also 

simulated and the power consumption results for this 

simple circuit are also examined. S-Box circuits can be 

designed with two different architectures. The first one 

is to use decoder, encoder and a permutation layer 

between these two. Another architecture can be 

achieved with Karnaugh table. We use the second 

architecture due to simplicity of PRESENT S-Box 

circuitry. Table 1 shows the results of simulating and 

comparing three types of implementations: conventional 

CMOS logic, SPGAL and Sense Amplifier Based Logic 

(another DPA-resistant logic that is used to build crypto 

processors). The technology used in all of these logics is 

MOSFET. 

   As can be seen, power consumption has been greatly 

reduced in the case of SPGAL. This reduction in 

consumption of power is due to the use of a trapezoidal 

power supply, and as a result of the charge recovery 

stored in the load capacitor to the clock thus reducing 

the power dissipation as much as possible. SPGAL 

consumes less power and requires less area compare to 

SABL, but comparing SPGAL and conventional CMOS 

is important. First, the power consumption in SPGAL 

has dropped by 89.5%. This suggests that using this 

logic can solve the power consumption problem 

altogether, but the area consumed increased is by 

83.22%. Of course, it should be noted that the 

complexity in design of the SPGAL circuits, due to the 

use of a trapezoidal voltage source, is higher than 

conventional CMOS. 
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Fig. 5 General structure of a CNTFET. 
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Fig. 6 XOR gate designed in SPGAL. 
 

Table 1 Results of comparing 3 different logic types. 

Logic 
Simulated 

circuit 

Max 

Power 
Used 

[μw] 

Length 

of the 
Channel 

[nm] 

Width 

of the 
Gate 

[nm] 

No. of 
Transistors 

C-CMOS 
XOR 187 100 200 10 
S-Box 3440 100 200 298 

SABL 
XOR 177 100 200 18 

S-Box 7690 100 200 856 

SPGAL 
XOR 16.3 100 200 12 
S-Box 361 100 200 546 
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   We now investigate the power consumption of 

SPGAL logic in two different technologies of MOSFET 

and CNTEFT. In both cases, all parameters, including 

the length and width of the gate, the power supply 

voltage, operating frequency, and the like are the same. 

Table 2 shows the simulation results in these two 

technologies. 

   As can observed, when using a CNTFET instead of a 

MOSFET, power consumption is reduced by 97.32%. 

These results show that the combination of SPGAL and 

CNTFET technology can reduce the power consumption 

by 99.71% compared to conventional CMOS logic and 

99.87% compared to SABL. Since the power supply 

voltage can be even lower in CNTFET technology and 

the width and length can be smaller, without short 

channel effects, power consumption and area 

consumption drop sharply. Third row of Table 2 shows 

the power consumption for gates and S-box circuitry in 

the case of lower voltage power supplies and smaller 

width and length of the channel. 

   The power waveforms are shown in Figs. 7 through 

10. It should be noticed that in SPGAL based circuits, 

there are 4 different power supplies, which differ 90 

degree in Phase with each other. There is only one 

power waveform, which is the maximum, shown in 

these figures. Other power waveforms are the same as 

the presented one except they have smaller peaks and 

have different phases. 

 
Table 2 Results of comparing 2 different technologies. 

Technology 
Simulated 

Circuit 

Max 

Power 

Used 
[μw] 

Length 

of the 

Channel 
[nm] 

Width 

of the 

Gate 
[nm] 

Vdd 

[V] 

MOSFET 
XOR 16.3 100 200 1.8 

S-Box 361 100 200 1.8 

CNTFET 
XOR 0.4 100 200 1.8 
S-Box 9.67 100 200 1.8 

CNTFET 
XOR 0.036 10 4 0.6 

S-Box 0.8 10 4 0.6 
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Fig. 7 Power waveform of SABL circuit. 
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Fig. 8 Power waveform of SPGAL circuit with MOSFET 

technology. 
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Fig. 9 Power waveform of SPGAL circuit with CNTFET 

technology (@ 1.8 V). 
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Fig. 10 Power waveform of SPGAL circuit with MOSFET 

technology (@ 0.6 V). 
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5 Conclusion 

   In this paper, we have examined the use of SPGAL 

instead of conventional CMOS logic and the shift of 

MOSFET technology to CNTFET, reducing power 

consumption to a great extent. In addition, SPGAL is a 

DPA-resistant logic that enables us to design secure 

devices such as crypto processors. All these benefits can 

be achieved with full voltage scale at output. 

Furthermore, the power consumption is reduced in 

comparison to other technologies such as FINFET and 

SOI-Based transistors. It should be noted that the area 

consumed in SPGAL is more than conventional CMOS 

logic and the operating frequency is lower (Maximum 

frequency in our experiments is 1 MHz), which can be 

some of the disadvantages of SPGAL. This logic cannot 

be used in the design of IoT devices where the need of 

performance is very high, which is less conventional. In 

addition, the design of circuits in SPGAL requires four 

trapezoidal power supplies which complicates the 

design of circuits.  
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