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 Abstract: State estimation is used in power systems to estimate grid variables based 

on meter measurements. Unfortunately, power grids are vulnerable to cyber-attacks. 

Reducing cyber-attacks against state estimation (SE) is necessary to ensure power 

systems safe and reliable operation. False data injection (FDI) is a type of cyber-

attack that tampers with measurements. This paper proposes network 

reconfiguration as a strategy to decrease FDI attacks on distribution system SE. It is 

well-known that network reconfiguration is a common approach in distribution 

systems to improve the system’s operation. In this paper, a modified switch opening 

and exchange (MSOE) method is used to reconfigure the network. The proposed 

method is tested on the IEEE 33-bus and IEEE 69-bus systems. It is shown that 

network reconfiguration decreases the power measurements manipulation under 

false data injection attacks. Also, the resilient configuration of the distribution 

system is achieved, and the best particular configuration for reducing FDI attacks on 

each bus is obtained.   

 Keywords: Cyber-attack, false data injection (FDI) attacks, distribution system 

reconfiguration, state estimation. 
 

1   Introduction 

UE to the combination of information and 

communications technology with 

measurements in distribution systems, the 

measurements are significantly threatened by cyber-

attacks [1]. For example, Ukraine’s power grid 

experienced a significant blackout because of cyber-

attacks in 2015 [2]. In 2019, Venezuela’s power 

system experienced several cyber-attacks resulting 

in massive blackouts [3]. 

State estimation (SE) is applied to determine 

distribution system state variables according to 

meter measurements, and then the estimated state 

will be used to monitor the system [4].  
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Many recent types of research have focused on 

the effect of FDI on SE. For example, the impact of 

FDI on SE, which misleads system operators, was 

first introduced in [5]. Monitoring and controlling 

the power system play a crucial role in maintaining 

a power system’s safe and reliable operation. In this 

regard, cyber security is considered too important. 

Cyber-attacks are categorized into three types: 

physical, communication, and information attacks. 

Physical device damage, such as measurement 

devices, is the target of physical attacks. The target 

of communication attacks is manipulating 

communication protocols. In information attacks, 

FDI is used to tamper with control system 

commands, which are based on measurements. The 

impacts of cyber-attacks against voltage control in 

distribution systems, when several photovoltaic 

systems are connected, have been presented in [6]. 

One of the topics in stealthy attacks is the security 

index. The security index is a benchmark that is used 

to determine the slightest effort to manipulate each 

measurement. The security index has been studied in 
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[7]; two indices have been used to quantify the least 

effort needed to perform a successful FDI attack 

against particular measurements. The attackers 

require to know the entire network topology to 

increase the successful attack rate, but access to all 

information is difficult for attackers [8-9]. FDI 

attacks with incomplete information have been 

investigated in [10]. In [11], a FDI attack has been 

executed on automatic synchronization systems in 

microgrids, the attack has manipulated the 

synchronization, and also the attack has led to the 

microgrid blackout. 

   Simple FDI can be detected by bad data 

detection and identification algorithms. Currently, 

the detection strategy of FDI is categorized into three 

types: state-estimation-based, trace-prediction-

based, and artificial-intelligence-based strategy. A 

matrix separation was used for the detection of FDI 

attacks on the power grid in [12]. In [13], two 

machine learning-based techniques have been used 

to detect FDI attacks in smart grids. In [14], a 

strategy based on a dimensionality-reduction 

method and a Gaussian mixture model has been 

proposed to detect cyber-attacks. In [15], the authors 

have used a neural-network algorithm to detect the 

FDI attack in real time. In [16], the authors have used 

a neural-network based algorithm to detect the FDI 

attack in real time. However, the proposed algorithm 

could not reduce the impacts of FDI attacks. In [17], 

an image processing algorithm and deep 

convolutional neural network have been used to 

detect FDI attacks. Graph signal processing has been 

used to detect FDI attacks, and the Graph Fourier 

Transform of the phase angles has been used for FDI 

attack detection. 

   Normally closed (sectionalizing) and normally 

opened (tie) switches are the two types of switches 

in distribution systems. Network reconfiguration is 

based on changing the status of switches. Network 

topologies have been assumed to have a fixed 

structure in most of the research, but operators alter 

the topology of the network for different reasons. 

The topology of conventional distribution systems is 

usually radial with unidirectional power flows [18]. 

Many recent types of research on network 

reconfiguration have focused on issues such as; 

reconfiguration for power loss reduction in 

distribution systems [19]. In [20], the objective 

function of reconfiguration was to improve 

reliability and reduce power losses. In this paper, 

network reconfiguration will be used as a strategy to 

take action against FDI attacks. In this paper, it is 

assumed that attackers mislead the distribution 

system operator by injecting false data to change SE 

(bus voltage) data. The main contributions of this 

paper are as follows: 

• An objective function is proposed to determine 

the impacts of FDI attacks against SE (voltage 

bus) on active and reactive power measurements.  

• Network reconfiguration is used as a strategy to 

reduce FDI attacks effects. 

• The best configuration of the distribution system 

is determined to decrease FDI attacks effects on 

each bus.  

• (MSOE) method are applied as a strategy to 

reconfigure the network. 

   The rest of the paper is organized as follows: 

The FDI attacks against SE and the objective 

function are presented in section II and section III, 

respectively. Section IV introduces network 

reconfiguration as an algorithm to reduce FDI 

attacks and shows the proposed network 

reconfiguration procedure. The impacts of the 

proposed algorithm on the IEEE 33-bus and 69-bus 

systems are studied in section V. Finally, in section 

VI, the conclusions are drawn, and the direction for 

prospective research is suggested. 

2   State estimation Estimation 

In [21], the authors have proposed the 

distribution system state estimation model based on 

the nodal voltage. For the reliability of distribution 

systems, it is necessary real-time monitoring of the 

system. Meters are used to monitor the distribution 

systems, and operators estimate the state of the 

system by these meter measurements. A set of 

variables (usually voltage magnitudes and phase 

angles) for calculating the other quantities of a 

distribution system, if they are known, is called the 

system state. So, the distribution system operating 

point is determined by the system state. It is assumed 

that m meters are usually used to monitor a 

distribution system with s state variables (m>s which 

indicates measurement redundancy). As a result, the 

distribution system can be seen/observed by these 

meters. The state estimation involves estimating 

state variables x∈ R when they are based on meter 

measurements z∈R, where noise e∈R is independent 

and follows a distribution with zero mean. The 

relation between meter measurements z and state 

variables x is represented, as follows: 

( )    z h x e= +  (1) 

where, h(x) = [h1(x), … , hi(x), … , hm(x)] are 

measurements and functions of x. 
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   The purpose of state estimation is to estimate 

state variables x that is the best fit of meter 

measurements z according to the equation 1. 

Weighed least squares (WLS) are the basic approach 

to the state estimation. The WLS based state 

estimation is to solve the following optimization 

problem: 

2

1

min ( ) [ ( )]

[ ( )] [ ( )]

m

i i i
x

i
T

J x w z h x

z h x W z h x
=

= −

= − −

  (2) 

where, wi represents the weight associated with 

the meter measurement zi. The solution of the 

optimization problem 2 gives the best estimated state 

x̂ which must satisfy the following optimization 

condition: 

ˆ ˆ( ) / 0 ( ) [ ( )] 0TJ x x H x W z h x  =  − =  (3) 

where, H(x)=∂h(x)/∂x is the Jacobian matrix of 

the measurement functions h(x). The solution of this 

nonlinear equation can be obtained by different 

iterative methods. To compute the correction 
kx , 

an equation of the following type is solved at each 

iteration: 

[ ( )] ( ) [ ( )]k k T k kG x x H x W z h x = −  (4) 

where, k∈N denotes the index of iterations. This 

equation is called the normal equation of the WLS 

based state estimation, where G(x) is called the gain 

function and is usually chosen as: 

( ) ( ) ( )TG x H x WH x=  (5) 

  The AC state estimation has been represented in 

detail in [22]. 

3   FDI Attacks Model  

In this paper, the attacker can manipulate the 

voltage of buses during the SE procedure. The FDI 

in a distribution system SE model is introduced as 

follows:  

, ii mea VV a =  (6) 

where, 
iVa   is defined as the FDI in the bus i 

voltage. The FDI on the bus voltage causes a change 

in the current measurement. The change of the 

original current measurement is expressed as 

follows: 

, ii mea II a =  (7) 

where, 
iIa is the change in the original current 

measurement. The changes of the original power 

measurements of the bus i under the cyber-attack 

are:  

( ) ( )
, ,

, ,

, , i re i im

i i i i

i are i aim

i re i im I I

P jQ P j Q

V jV

I jI a ja



 + +  + 
 
 + 

= + + +

 (8) 

where, ,i areV  and ,i aimV  stand for the real and 

imaginary part of the voltage at bus i after the FDI 

attack, respectively. Thus, , , ,i are i re i reV V V= +  and

, , ,i aim i im i imV V V= +  . ,i reV  and ,i imV  represent the 

change of the real and imaginary parts of the bus 

voltage state after a cyber-attack, respectively.   iP  

and iQ  are the active and reactive powers injection at 

the bus i , respectively. iP and iQ  represent the 

change of the active and reactive powers injection at 

the bus i , respectively. ,i reI and ,i imI  denote the real 

and imaginary part of the current injection at bus i. 

,i reIa and 
,i imIa are the real and imaginary parts of the 

FDI in the current measurement, respectively. 

Under cyber-attack, the changes of the active and 

reactive powers following out of bus i are rewritten, 

as follows: 

( ) ( )
, ,

, ,

2 2

, ,

, ,

2 2

, ,

, ,

[( ) ( ) ]

[( ) ( ) ]

i re i im

i i i are i i i aim

i are i aim

i i i aim i i i are

i are i aim

i re I i im I

P P V Q Q V

V V

P P V Q Q V
j

V V

I a j I a

+  + + 

+

+  − + 
+

+

= + + +

 (9) 

According to equation (9), iP  and iQ  will 

obtain, as follows: 

( )
,

, ,

2 2

, , ,

( ) ( )

(  )
i re

i i i are i i i aim

i re I i are i aim

P P V Q Q V

I a V jV

+  + + 

= + +  (10) 

( )
,

, ,

2 2

, , ,

( ) ( )

(  )
i im

i i i aim i i i are

i im I i are i aim

P P V Q Q V

I a V jV

+  − + 

= + +  (11) 

Considering ,i reI  and ,i imI , as follows: 

, ,

, 2 2

, ,

i i re i i im

i re

i re i im

PV QV
I

V V

+
=

+
 (12) 

, ,

, 2 2

, ,

i i im i i re

i im

i re i im

PV QV
I

V V

−
=

+
 (13) 

According to equations (12) and (13), the 

equations (10) and (11) will be rewritten as follows: 
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,

, , , , , , , ,

, , 2 2

, , , ,2 2

, ,

( ) ( ) )
i re

i i re i i re i i re i i re i i im i i im i i im i i im

i i re i i im

I i re i re i im i im

i re i im

P V P V PV PV Q V Q V QV QV

PV QV
a V V V V

V V

 +   +  + +  +   +  +

 +
= +   ( +  + +  

 + 

 (14) 

,

, , , , , , , ,

, , 2 2

, , , ,2 2

, ,

( ) ( ) )
i im

i i im i i im i i im i i im i i re i i re i i re i i re

i i im i i re

I i re i re i im i im

i re i im

P V P V PV PV Q V Q V QV QV

PV QV
a V V V V

V V

 +   +  + −  −   −  −

 −
= +   ( +  + +    

 + 

 (15) 

 

By solving equations (14) and (15), iP  and 

iQ  will be obtained, as follows:  

,

,

, ,

2 2

, , , ,

, ,

2 2

, , , ,

( )( )

( ) ( )

( )( )

( ) ( )

i re

i im

i re i re I i

i

i re i re i im i im

i im i im I i

i re i re i im i im

V V a K
P

V V V V

V V a J

V V V V

+   −
 =

+  + + 

 +   −
+

+  + + 

 (16) 

,

,

, ,

2 2

, , , ,

, ,

2 2

, , , ,

( )( )

( ) ( )

( )( )

( ) ( )

i re

i im

i im i im I i

i

i re i re i im i im

i re i re I i

i re i re i im i im

V V a K
Q

V V V V

V V a J

V V V V

 +   −
 =

+  + + 

 +   −
−

+  + + 

 (17) 

where, 

, ,

2 2

, , , ,( ) ( ) )
i re i reI I i re i re i im i ima a V V V V =  ( +  + +   (18) 

i re im iK P V Q V K =  +  −  (19) 

, ,

2 2

, ,

2 2

, , , , , ,2 2 )

i i re i i im

i

i re i im

i re i re i re i im i im i im

PV QV
K

V V

V V V V V V

 +
=    

 + 
 ( +  +  + 

 (20) 

, ,

2 2

, , , ,( ) ( ) )
i im i imI I i re i re i im i ima a V V V V =  ( +  + +   (21) 

i im re iJ P V Q V J =  −  −  (22) 

, ,

2 2

, ,

2 2

, , , , , ,2 2 )

i i im i i re

i

i re i im

i re i re i re i im i im i im

PV QV
J

V V

V V V V V V

 −
=   

 + 
 ( +  +  + 

 (23) 

As we know, 

, , , ,( )( )
iI i re i im i re i ima Y jY V j V= − +  +   (24) 

So, ,iI rea  and ,iI ima  are calculated as follows: 

, , , , ,( )
iI re i re i re i im i ima V Y V Y= −  −   (25) 

, , , , ,( )
iI im i re i im i im i rea V Y V Y= −  +   (26) 

So, equations (16) and (17) are rewritten as 

follows:  

, , , , , ,

2 2

, , , ,

, , , , , ,

2 2

, , , ,

( )( ( ) )

( ) ( )

( )( ( ) )

( ) ( )

i

i re i re i re i re i im i im i

i re i re i im i im

i im i im i re i im i im i re i

i re i re i im i im

P

V V V Y V Y K

V V V V

V V V Y V Y J

V V V V

 =

+   −  −  −

+  + + 

+   −  +  −
+

+  + + 

 
(27) 

, , , , , ,

2 2

, , , ,

, , , , , ,

2 2

, , , ,

( )( ( ) )

( ) ( )

( )( ( ) )

( ) ( )

i

i im i im i re i re i im i im i

i re i re i im i im

i re i re i re i im i im i re i

i re i re i im i im

Q

V V V Y V Y K

V V V V

V V V Y V Y J

V V V V

 =

+   −  −  −
 

+  + + 

   

+   −  +  −
−

+  + + 

 (28) 

According to equations (27) and (28), the NR, by 

changing parameters (bus voltage and admittances 

connected to each bus) in these equations can reduce 

the FDI impacts against SE on power measurements.  

In equation (29), the normalized values (

min

max min

norm x x
x

x x

−
=

−
) of P  and Q  are used to 

minimize the impacts of the FDI: 

1 2. .
norm norm

FDIF P Q =  +   (29) 

where, FDIF  represents the effects of FDI at the 

power measurements of the bus under attack. 1  and 

2 are weighting factors. In this paper, the 

importance of the active and reactive power for 

system operators is the same.     

   Based on equation (29), it can be said that for 

each bus under attack, a resilient configuration can 

be found. So, the purpose is to find the best particular 

resilient configuration which can be applied for all 

FDI attacks. Therefore, ,FDI totF is suggested by the 

following equation: 

, ,

1

.
N

FDI total j FDI j

j

F F
=

=   (30) 

where, ,FDI jF  is the objective function, given by 

equation (29), when FDI attack has occurred on bus 

j. N and j  are the number of buses in the system 

and weighting factors, respectively. It is assumed 

that the importance of the busses is the same.  

   To minimize the objective function given in 

(30), some constraints should be considered. These 

constraints are described as follows: 
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• Power source limit: Total loads of a network 

must lie under the capacity limit of the power 

source. 

• Voltage constraint: The voltage magnitude of 

each bus must lie within allowable limits. 

• Current constraint: Current magnitude of each 

branch cannot exceed the permission ranges. 

• Radial network constraint: Network topology 

must be radial, which means the number of nodes 

should be larger than the number of lines by one 

unit. 

• Feasibility: Each node should be connected to at 

least one other node. This means all the nodes 

must be energized.   

4   Proposed Algorithm  

   There are numerous techniques for network 

reconfiguration [23]. A review of different 

approaches for distribution network reconfiguration 

has been presented in [24]. The (MSOE) is a 

valuable algorithm with strong search ability. Due to 

accuracy in solving and the optimality of the 

proposed method in comparison to other algorithms, 

the (MSOE) method is used to reconfigure the 

network in current research.  

   The main idea of the (MSOE) algorithm can be 

described in two steps. In the first step, the initial 

status of each switch is assumed to be closed, and 

this assumption will make loops in the network. The 

objective function in the system for each open switch 

was determined. Then, a switch with the minimum 

objective function has been selected.  

   Based on the minimum objective function, the 

other tie-switches have been selected. In the next 

iterations, all switches in the previous tie-switch 

loop must be removed from the search 

space of possible tie-switches. In step 2, the status of 

a sectionalizing switch in the initial topology has 

been changed to a tie-switch, and step 1 was run to 

get an optimal topology [25]. The overview of the 

steps of the proposed algorithm is given in Fig. 1 like 

a flowchart. 

5   Case Studies  

   In this section, the IEEE 33-bus system and 

IEEE 69-bus systems shown in Fig. 2 and 3, are used 

to demonstrate the performance of the proposed 

strategy. The 33-bus test system has been used for 

feeder reconfiguration in many types of research. 

The data of this network is given in [26]. The system 

consists of one source transformer, 32 bus bars, and 

five tie switches; the dashed line s33, s34, s35, s36, 

and s37 represent the tie switches. The location and 

number of the measurements are the same as the line 

numbers. 

 
Fig. 1 Flowchart of the modified and exchange method. 

 

 
Fig. 2 IEEE 33-bus system. 
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Fig. 3 IEEE 69-bus system. 

 

   In Table 1, it is assumed that the attacker can 

compromise the SE for the voltage on each node of 

the IEEE-33 bus system. The attacker can decrease 

the voltage magnitude and voltage angle of each bus 

by 0.01 p.u, and 0.1 degrees. Table 1 lists the 

resilient configuration for each FDI attack and 

compares the objective function of the resilient 

configuration topology with the initial topology. 

These simulations can be repeated for different 

magnitudes of FDI attacks. As it can be seen in this 

table, the resilient configuration of the system 

depends on the location of the FDI attack. According 

to the results of this table, reconfiguration can reduce 

the impacts of FDI on the active and reactive power 

measurements. 

   Also, Table 1 compares the objective functions 

of initial topology and reconfigured topologies. As 

we can see from this table, the network 

reconfiguration can reduce the impacts of the FDI on 

the power measurements. In the next stage, the 

magnitude of the FDI changes, and our purpose is to 

investigate the impacts of the FDI magnitude on the 

resilient configuration. In this regard, the magnitude 

of the FDI attack is changed from -0.03 p.u to 0.03 

p.u and the results are presented in Table 2. The 

angle of the FDI attack is changed from -0.2◦ to 0.2◦ 

and the results are given in Table 3.  It can be seen 

that changing the value of the FDI attack can alter 

the resilient configuration. 

   According to the TABEL I, the resilient 

configuration depends on the location of the FDI 

attack. In this regard, according to equation (30), our 

purpose is to find the resilient configuration which is 

Table 1 Resilient configurations for FDI attacks on different buses 

Number 

of bus 
Open switch 

FFDI
3*10 (pu)−

 F
3*10 (pu)−  

P  Q  F  P  Q  F  

2 s14, s20, s21, s32,s37 140 57 100 150 58 100 

3 s14, s20, s21, s32,s37 47 15 31 56 20 38 

4 s14, s20, s21, s32,s37 23 2.7 13 45 14 29 

5 s14, s20, s21, s32,s37 6.1 2.8 4.5 29 11 20 

6 s13, s19, s21, s31,s37 0.1 1.1 0.6 54 30 42 

7 s10, s12, s19, s31,s37 0.2 0.4 0.3 12 13 13 

8 s12, s20, s21, s24,s36 0.3 0.5 0.4 12 3.1 7.6 

9 s12, s21, s33, s36,s37 0.1 0.4 0.2 13 6.5 9.8 

10 s12, s21, s33, s36,s37 0.7 1.1 0.9 51 10 30 

11 s12, s21, s33, s36,s37 1.1 1.4 1.2 67 11 39 

12 s12, s21, s33, s36,s37 0.8 0.5 0.7 27 6.1 17 

13 s20, s34, s35, s36,s37 1.5 0.8 1.1 12 9.4 11 

14 s20, s34, s35, s36,s37 2.1 1.1 1.6 17 13 15 

15 s10, s12, s19, s31,s37 0.2 0.4 0.3 19 11 15 

16 s9, s12, s19, s28,s32 0.3 0.1 0.2 12 7.4 9.6 

17 s12, s19, s24, s32,s35 0.2 0.3 0.2 12 7.7 9.6 

18 s23, s32, s33, s34,s35 0.2 0.3 0.2 12 7.7 9.6 

19 s11, s14, s17, s33,s37 5 17 11 41 27 34 

20 s11, s14, s17, s33,s37 2.5 6.7 4.6 16 13 15 

21 s12, s15, s20, s21,s23 0.2 0.2 0.2 18 16 17 

22 s7, s23, s34, s35,s36 0 0.2 0.1 2.9 2 2.4 

23 s19, s28, s32, s34,s35 0.4 1.2 0.8 24 12 18 

24 s16, s28, s33, s34,s35 0 1 0.5 15 8.1 12 

25 s19, s28, s32, s34,s35 0 0.3 0.2 15 8.1 12 

26 s12, s21, s23, s33,s36 1 8.2 4.6 68 21 45 

27 s14, s20, s21, s27,s30 1.8 1.1 1.4 34 13 23 

28 s17, s21, s23, s33,s34 0.5 1 0.8 13 8.1 11 

29 s15, s21, s33, s34,s37 0.8 0.3 0.6 23 9.6 16 

30 s14, s20, s21, s30,s37 0 4.9 2.5 21 8.8 15 

31 s19, s32, s34, s35,s37 4.4 0.6 2.5 20 16 18 

32 s23, s32, s33, s34,s35 4 1.4 2.7 24 23 24 

33 s17, s21, s33, s34,s37 2 2.3 2.1 9.7 11 10 
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independent of the location of the FDI attack. So, the 

configuration which minimizes FFDI,total (equation 

30) is presented in Table 4. In this table, it is assumed 

00 .1.01V = + −  p.u.  According to this table, by 

opening s10, s14, s19, s26, and s31 switches the 

minimum of the FFDI,total will be achieved. Table 5 

represents the impact of network reconfiguration on 

FFDI,total in IEEE 69-bus system. 

   In the next stage, our purpose is to compare the 

results of the initial configuration with the 

reconfigured system obtained in Table 4. It is 

assumed that the attacker can change the voltage of 

each bus by 00 .1.01V = −− . Table 6 compares the 

changes of active and reactive measurements in the 

initial configuration and the reconfigured system if 

the attack happens in each bus. The results of this 

table show that the reconfigured system can reduce 

the impacts of the FDI attack on the power 

measurements. 

   To evaluate the performance of the proposed 

method and the resilience of systems, the energy not 

supplied (ENS) index is defined as follows: 

.i i iU r=  (31) 

1

N

i i

i

ENS PU
=

=   (32) 

where, i  and ir  are the failure rate and repair 

rate of a component, respectively. In the final stage, 

the effect of network reconfiguration on ENS index 

is presented in Table 7. According to the results of 

Table 7, network reconfiguration has a significant 

impact on ENS.

  

Table 2 Different magnitude of the FDI 

Bus number V (p.u) Open switch 
3.10P −  

3.10Q −  3.10F −  

5 -0.03 0.1−  s14, s20, s21, s32,s37 58 29 43 

5 -0.01 0.1−  s14, s20, s21, s32,s37 6.1 2.8 4.5 

5 +0.01 0.1−  s9, s12, s16, s19,s26 0.4 2.3 1.3 

5 +0.03 0.1−  S6, s13, s21, s26,s29 16 1.5 9.1 

17 -0.03 0.1−  s19, s21, s30, s34,s37 0.8 0.067 0.44 

17 -0.01 0.1−  s12, s19, s24, s32,s35 0.2 0.26 0.2 

17 +0.01 0.1−  s17, s19, s26, s34,s35 0.1 2 1 

17 +0.03 0.1−  s9, s12, s17, s19,s27 0.3 0.26 0.28 

 

Table 3 Different angle of the FDI 

Bus number V (p.u) Open switch 
3.10P −  

3.10Q −  3.10F −  

5 -0.01 0.2−  s14, s20, s21, s32,s37 8.8 7.3 8 

5 -0.01 0.1−  s14, s20, s21, s32,s37 6.1 2.8 4.5 

5 -0.01 0.1+  s14, s20, s21, s32, s37 0.77 6.1 3.4 

5 -0.01 0.2+  s14, s19, s21, s36, s37 1.6 11 6.2 

17 -0.01 0.2−  s12, s20, s24, s32,s35 1.6 1.3 1.4 

17 -0.01 0.1−  s12, s19, s24, s32,s35 0.15 0.26 0.2 

17 -0.01 0.1+  s17, s19, s24, s34,s35 0.02 0.14 0.079 

17 -0.01 0.2+  s14, s17, s20, s35,s37 0.078 0.14 0.11 
 

 

  

Table 4  Network configuration for Ftot in IEEE 33 bus 

 

 
Open switch 

2

, .10FDI totalF −
 

Initial configuration s33, s34, s35, s36,s37 2.4 

Reconfigured system s10, s14, s19,s26,s31 1.8 

Table 5  Network configuration for Ftot in IEEE 69 bus 

 

 
Open switch 

2

, .10FDI totalF −
 

Initial configuration s69, s70, s71, s72,s73 3.1 

Reconfigured system S17, s24, s40,s43,s49 2.6 
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Table 6 Impacts of the reconfigured system on the FDI attack 

Bus number (under attack) 
Initial configuration Reconfigured System 

2.10P − 2.10Q − 2.10P − 2.10Q − 

2 16.1 3.5 13.6 8.3 

3 6.1 1.1 5.4 3 

4 4.8 0.7 4.3 2.2 

5 3.2 0.7 2.8 1.6 

6 6 2.3 4.9 3.9 

7 1.4 1.1 1.2 1.6 

8 1.3 0.1 1.6 0.8 

9 1.4 0.5 1.5 1.1 

10 5.3 0.3 1.5 1.1 

11 7.1 0.1 2.5 0.8 

12 2.9 0.2 3.1 1.4 

13 1.3 0.8 1.2 1.3 

14 2 1.1 1.2 1.3 

15 2.1 0.8 1.1 0.8 

16 1.3 0.6 1.1 1 

17 1.3 0.6 1.1 1 

18 1.3 0.6 1.8 1.6 

19 4.7 2.1 2 1.7 

20 1.9 1 1.1 1.3 

21 2.2 1.3 1.8 2 

22 2.2 1.3 0.8 0.9 

23 2.6 0.8 2.3 1.6 

24 1.7 0.6 1.8 1.3 

25 1.7 0.6 2.1 1.7 

26 7.3 1.1 1.7 1.5 

27 3.7 0.7 0.6 0.5 

28 1.5 0.6 1.3 1.1 

29 2.5 0.6 3.3 2.4 

30 2.3 0.6 2.2 1.9 

31 2.3 1.4 2.2 1.3 

32 2.9 2 1.1 1.4 

33 2.9 2 0.8 1.3 

6 Conclusion 

   Due to the development of the application of 

communication technology in traditional power 

grids and microgrids, cyber threats are increasing. In 

this paper, FDI attacks have been studied as a type 

of cyber-attacks. SE has been discussed, and the 

basic principles of cyber-attack have been presented. 

Notably, the FDI attacks have been formulated and 

modeled in a balanced and symmetric distribution 

system. The (MSOE) algorithm has been used as a 

network reconfiguration strategy to decrease the FDI 

attacks against SE in distribution systems.    In the 

most recent research on FDI attacks, the networks 

under study have been considered with a fixed 

topology. In this study, reconfiguration has been 

used to improve the resiliency of the network versus 

FDI attacks. The IEEE 33-bus and IEEE 69-bus have 

been used to demonstrate the effectiveness of 

network reconfiguration. Based on Table 4 and 

Table 5, it can be said that the network 

reconfiguration reduces the impact of the FDI attack 

on measurements in IEEE 33 bus and 69 bus test 

systems by 25% and 16%, respectively. Network 

reconfiguration can reduce the impacts of the FDI on 

power active and reactive measurements. Also, this 

paper illustrates the impacts of the magnitude of FDI 

attacks on the best configuration of the system. In 

our future works, other types of cyber-attacks and 

various power system performance indexes in the 

optimization model will be considered. 
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