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1 Introduction

Abstract: Computing paradigm has perceived a logical shift from CPU towards
application specific GPU, FPGA, CPLD due to slow down _ofjMoore’s Law, operating
system overheads, serial data processing, memory management, power ‘efficiency and
speed. The performance increase of general-purpose CRUs &4GPUs i$ unable to match
with the advances in peripheral interfaces, reconfigurable’logic deployed in FPGAs
provides several exceptional properties that may bérable to,deliver désired performance.
FPGA based digital circuits provide an intermediate arrangement between ASIC and
CPU with regards to through-put, latency,/portability and design time. True random
number generators (TRNG) aregexpensive; low bandwidth and speed, non-compatible
with FPGA or heterogenous architectures. Therefore, design and development of
alternative and affordabledrandom-number generators isfocused by several researchers.
TRNG design in FPGAS is more challenging becausg'it must meet low power and area,
high speed and throughput requirements without comprising the statistical quality of the
desired results for intended applications. In this paper, an attempt has been made to
highlight emerging techniques and challenges associated with FPGA implementation of
random number generator. Furthermores forthcoming techniques with the use of
heterogeneous computation using FPGA and python productive multiprocessor system
on chip (MPSoC) architecture for generation of random numbers are discussed.

Keywords: True random number generator (TRNG), Field programmable gate array
(FPGA), MetastabilitypHeterogeneous computing, Machine learning resistant.

watches, tablets,

laptops, smart electrical vehicles,

HE Internet ofythings @oT) will connect several
billions of devices and-generate 100 terabytes of data
per year. This tremendous amount of data is generated
due to explosive /growth in internet and digital
technology devices such as mobile phones, smart

Iranian Journal of Electrical & Electronic Engineering, YYYY.

Paper first received DD MONTH YYYY and accepted DD MONTH
YYYY.

* The author is Research Scholar, K. J. Somaiya Institute of
Technology, Mumbai, India.

E-mail: bhagyashree.i@somaiya.edu.

** The author is with the Department of Artificial Intelligence and
Data Science, K. J. Somaiya Institute of Technology, Mumbai,
India.

E-mails: mnemade@somaiya.edu.

Corresponding Author: First. Author.

surveillance cameras, drones, production monitoring,
environment monitoring and many more [1] [2]. Large
quantity of data is available that can be collected,
analyzed, processed and comprehended. It enables to
deploy several applications from communication
interfaces, cryptography to complex analytical engines.
Encryption / decryption algorithms that provides such
needed security to data, completely depends on the
randomness of the key. It has been possible due to
advancement in the VLSI technology commencing from
the transistor to application specific integrated circuits
(ASIC) and digital logic gates to computing integrated
circuits such as CPU, GPU, FPGA etc. Computing
paradigm has perceived a logical shift from CPU
towards application specific GPU, FPGA, CPLD due to
slow down of Moore’s Law, operating system
overheads, serial data processing, memory management,
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power efficiency and speed. FPGA based digital circuits
provide an intermediate arrangement between ASIC and
CPU with regards to through-put, latency, portability
and design time. FPGA enables arbitrary different digital
circuits such as on-chip memory, combinatorial logic
blocks, digital signal processor units and logic gates to
be configured through interconnect between them. This
system integration on FPGA allows data flow process
modelling taking complete advantage of pipeline and
parallelism features. A much larger fraction of FPGAs
logic can be utilized for actual operations in a dataflow
fashion, minimizing data movements between
subsequent compute steps. FPGAs are attractive and
significant element for higher performance and energy
efficiency due to custom datatypes, custom memory
hierarchies and connectivity, no instructions, very deep
pipelining, abundant parallelism and low power
consumption.

Random numbers are used in several important security
and authentication protocol applications. Therefore,
hardware-based generation of random numbers is
essential. A physical entropy source that uses a physical
noise source and demonstrates variations in its all or
some properties or characteristics is a source of random
number. A small deviation in the properties of the source
at a certain time gradually effects future conditionshin
the system. Such a random noise source cangbe deployed
in order to generate an infinite sequenCe of bits, \by
converting the analogue values of ,the numbers into
digital form using several techniques. If true randoniness
does not really exist or becomes difficult to“develop or
generate, then the design of unpredictable pseudarandom
number generators is required. It uses random processing
through which sources of uncertainty such as noise)are
extracted, amplified and digitized. Field-programmable
gate arrays (FPGAs) appear, to be useful for
implementing true random numbermgenerators (TRNGS)
owing to their internal architecture, which provides
completeSupport t@ bitwise operations. Metastability
and jitter offer necessary randomness in FPGAs. It is
preferable to design a TRNG thatsis independent of the
technology “used, to build\the FPGA and allows
portability betweenmdevices. TRNG design in FPGAS is
more challenging“because”it must meet low power and
area, high speed and throughput requirements without
comprising the statistical quality of the desired results
for intended applications. Pseudo random number
generators (PRNGs) deployed using software systems
results in low quality and throughput. Furthermore, high
processing time is also observed owing to highly
correlated data and serial execution of programs. The
system needs to be capable of generating sequences with
better statistical properties [3], pass NIST randomness
tests [4] [5], power density spectrum through frequency
coefficient estimation [6] and entropy estimation or
prediction [7] [8] [9]. Emerging techniques and

challenges associated with FPGA implementation of
random number generator are discussed in session two
and three respectively. Furthermore, heterogeneous
computation using FPGA and python productive
multiprocessor system on chip (MPSoC) architecture for
enabling exciting applications are discussed in future
scope.

2 Emerging Techniques

A lot of scholars have been studying TRNGs lately.
Device shot and thermal noises are random sources that
are utilized to produce genuinely”random numbers. A
silicon PN diode, amplifier, fpulse shaping circuit,
discriminating circuit, calculating eircuit,  random
number circuit, and controller circuit make up the
conventional true random number production system
depicted in figure 1 [40]. The.seuree generating circuit, a
silicon PN diode, produces a signal that is entirely
dependent on__particles that have been identified.
Preamplifiers“work by amplifying the input signal from
the sourcé to produce an amplified signal and increasing
the detected/ input signal's magnitude. The counter
cireuit's job_is to count the number of clock seconds that
elapse betweenstwo successive pulses in the pulse signal.
Based on the“outcome of the conversion, the random-
number output circuit can verify the binary count values
produced by the counter.

Analog part
Beta »| Silicon Pre- Pulse shape
source PN amplifier discriminator ||
diode I
f H True
» Counter || { [T random
number
3
Digital part | Top controller

Fig. 1.  True random generator conventional system

The algorithm proposed in paper [10] was designed to
distinguish between generated pseudo or true random
number through cumulative comparison operations. It
successfully  demonstrated the random number
generation using Verilog, LabVIEW system and FPGA.
Highly optimized digital hardware circuits can be
implemented in FPGA without any associated unused
circuitry especially available with controllers. However,
additional  hardware is  required to allow
reconfigurability in FPGAs, nevertheless FPGAs are
finding importance in several applications. Conventional
hardware description languages used are VHDL, Verilog
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deployed in prototyping of ASIC. High level synthesis
tools are now deployed to reduce design time and skill
set through programming using C / C++. With
MathWorks 2023's MATLAB HDL Coder, FPGA
design is possible. Workflow can be implemented using
two input methods: Simulink and MATLAB script.
Understanding the 1/O types is necessary for the
MATLAB script to generate the HDL code. This is
required for the pins on the FPGA, also all types must be
made interoperable with one another. To enable the
mapping of all functions onto hardware, it also needs to
identify all libraries and functions that are used [11].
Moreover, heterogeneous computing is now being
actively deployed for specialized applications such as
graphics processing, cryptographic, compression, media
codecs, etc. It is observed that the computational
complexity may not always give a perfect substitute,
thereby enhancing an opportunity to create an optimized
hardware especially suitable for intended applications.
Thus, heterogeneous computing with the use of custom
reconfigurable hardware along with MPSoC may create
tremendous possibility to design effective complex
systems.

2.1 TRNGs using Ring Oscillators

Ring oscillator (RO) based TRNGs was demonstrated
using two oscillators and D flipflop. The output of high
frequency oscillator was sampled by low frequency
oscillator through D flipflop. Jitter was 4sed as a source
of random noise generated due tosthermal noise in
oscillator depicted in figure 2 [12]. It was abserved that
randomness depends upon the jitter and largerdfrequency
separation of the oscillators [13]. TRNG using two
oscillators, XOR gate and D flip flop was demonstrated,
it clearly showed that the XOR operation leads to better
statistical properties of random sequences [14] depicted
in figure 3.
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Fig. 2. Ring oscillator based TRNG
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Fig.3. TRNG using XOR operation

Tetrahedral oscillator was exploited over regular cascade
inverter since the ring loop contains several fast and
slow loops, perturbation of noise and large jitter. All
resulting in improved metastability and randomness
[15]. Post processor was deployed to enhance
unpredictability and decorrelation of generated output

sequences through linear feedback shift registers. The
generated sequence approved the NIST [4] [5], entropy
[16] and diehard tests [3]. Moreover, the TRNGs /
PRNGs depends upon metastability and jitter extracted
through ring oscillators, look-up-tables (LUT) and
programmable delay lines (PDL) [17] [18] [19] [20]
[21]. Availability of digital clock managers (DCM) on
recent FPGAs have paved the way for implementation of
TRNGs [22] [23]. Programmable frequency clock
signals can be obtained using DCM on Xilinx FPGAs
[22] [23] [24] and intel chips [24]a,Dynamic Partial
Reconfiguration port (DRP) of DGMS istincorporated to
manipulate parameters, thereby tuning.frequency of
clock signals [24]. The use of Xilinx®DCM"ta introduce
metastability in at least one of the*flip flops using two
input signals and output cloeck was demonstrated [24].
The use of carry4 fhardwaregprimitive” demonstrated
enhance randomnessyalong “with, DSP based post
processing scheme that“maintains' TRNG throughput.
The XilinxgZyng XC72020 System on Chip (SoC) is
used to implement the suggested TRNG design. DRP of
DCM fagilitysis available with Xilinx FPGAs that makes
other FPGAs unavailable for implementation clearly
indicating. importability. Several methods based on
FPGA implementation of PRNGs through oscillator
rings were analyzed to determine sampling frequency
and its efficacy. It was observed that circuit using 48
inverters;y 27 D flip flops (DFFs), 31 XORs, and about
100 rauting resources generated better randomness [25].
LUTwere combined with shift registers and RAM
blocks available in FPGAs to achieve randomness [26]
[27]. Beat frequency detection (BFD) technique was
successfully demonstrated for generation of random
numbers that included two oscillators, D flip flop and
counters [27] [28] depicted in figure 4 [29].

p 9 Reset h
0]
Enable ¥ Flip Flop Counter
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Fig.4. BFD based TRNG architecture

Fig.5. BFD PRNG architecture using feedback mechanism
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The BFD technique based PRNG through XOR gates, D flip
flop, synchronous counter, feedback mechanism and post-
processing unit was demonstrated with low power dissipation,
requires low hardware footprints and passes the entire NIST
800-22 statistical test suite depicted in figure 5 [30]. However,
post processing technique along with feedback mechanism was
incorporated to achieve better randomness properties [30].

2.2 TRNGs using Chaotic Systems

Chaotic non-linear systems demonstrate physical
characteristics namely ergodicity, high sensitivity to
initial conditions, true random-like behaviors and
broadband. Chaotic systems can be classified into
discrete chaotic systems and continuous chaotic systems.
The discrete chaotic maps consist of logistic map, the
sine map, the tent map, etc. whereas continuous chaotic
systems include Lorenz system, Chua’s circuit, etc.
These chaotic systems are further classified as high
dimensional [31] and low dimensional chaos [32] based
on complexity. Most of the low dimensional chaotic
PRNGs are insecure due to reduced key space and are
susceptible to brute force attack [33]. Therefore,
hyperchaotic systems that exhibits complex chaotic
behaviors, bigger key space and makes it more difficult
to predict time series generated numbers are preferred.
Bifurcation diagram and the trajectory illustrate the
behavior of the chaotic systems. The bifurcation diagram
of the 1D logistic map, the sine map, the Henon map
demonstrates the small chaotic interval figure 6 [34].

1 1
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Fig. 6. 1D Laogistic map, Sine map and Henon map

Moreover, their “chaotic #ange is noncontinuous that
clearly indicates “lesser randomness for useful
engineering applications [34]. Therefore, it is necessary
to evaluate higher dimensional chaotic systems for
practical applications. It is worth to mentioned that
besides software realization, hardware implementation
of chaos is equally realizable [35] [36].

Additionally, two issues are mostly observed in chaotic
TRNGs, firstly the effects of finite precision due to use
of embedded digital processors and secondly insufficient
evaluation criteria resulting in a chaotic system to
degenerate into a periodic function. Also, hyperchaotic
system bearing higher Lyapunov exponent is desired for

cryptographic applications refer table 1 [35] [37] [38]
[39] [40] [41]. A new 5-D hyperchaotic dynamo system
by introducing two feedback controllers to the existing
Rikitake 2-disk dynamo system was demonstrated [44],
FPGA implementation was attempted that resulted in
better image encryption parameters and better
cryptographic parameters. The self-shrinking generator
realized through linear feedback shift registers was fused
with hyperchaotic system that results in better statistical
and cryptographic properties [33]. Several hyperchaotic
systems are being proposed for fdmage encryption
applications but found to be ineffigient'in the process of
encryption due to weak permutation_.andy diffusion
process [45] [46] [47]. HyperchaotiesSystems have more
complex  behaviors gand “better  random-like
characteristics than generalschaoticesystems. Chaotic
systems are computationally _cemplex ‘and needs more
hardware resources.

Table 1. Lyapunov.geXxponents

Hyperchaotic AL A2 A3 A
system
[33] 2.199 0.071 0 -14.362
[42] 1.402 0.2731 0 -12.863
[43] 0.648 0.153 0 -38.468
[44] 0.1664 0.0335 0 -2.1991

2.3'Gaussian TRNGs Systems

Gaussian random number generators (GRNGs) are
mostly applied in advance artificial intelligence, Monte
Carlo simulations, cryptographic algorithms, radio
frequency identification etc. [48] [49] Box Mullers
transformation based random number generators are
mostly pseudo random number generators that generates
gaussian random numbers through transformation
techniques [50] [51] figure 7.
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Fig. 7. Gaussian probability distribution function

Major objectives for FPGA implementation of GRNGs
is minimum resource utilization, low power dissipation,
reconfigurability and efficiency. FPGA-based designs
for GRNGs can be categorized as Cumulative
Distribution Function (CDF) inversion [52], M Python
[53], Ziggurat [54], Central Limit Theorem (CLT) [55],
Wallace [56], Box—Muller [50], and Multihat [57].
Conventional Box-Muller based GRNGs is depicted in
figure 8. It consists of LFSR based uniform random
number generator, block RAMs for three functions and
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two multipliers. This conventional method is easy to
implement but at the cost of low accuracy [58].
However, the size of the block RAMSs increases
exponentially due to increase in maximum variance.
Therefore, several measures were proposed such as
Wallace [56], polynomial approximation and central
limit theorem [55] by introducing a greater number of
functions. The idea was extended to segmented Box-
Muller by stepwise segmenting the interval (0,1) in two
parts [50]. Similarly, the idea can be extended to n-
segments, thereby generating uniform random numbers
R1, R2, ..., Rn that may reduce the size of block RAMs
effectively. The implementation accuracy and efficiency
were proved to be better as compared with other
published results [50].
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Fig. 8. Conventional Box-Muller based GRNGS

2.4 Machine Learning Resistance PRNGs

PRNGs are more vulnerable to machine learning
attacks as compared with TRNGs. Long short-term
memory (LSTM) based machine learning techniqué has
been successfully demonstrated in,cracking PRNGs [59]
[60]. ML attacks can also be usedhto breach hardware
security primitives /Such as "Physical Unclonable
Functions'| (PUF)" /[61]5, But the \primary security
distinetion between PUFRs and convéntional PRNGs is
that‘a typical PRNG can be“roken’simply by training its
output data. A new architecture composed of a PUF and
two regular PRNGShis proposed: PRNG1 and PRNG2
[59]. First, the output of PRNGI is fed into R1 “PUF” to
generate an intermediate data R2. The intermediate data
R2 is added to the R3 output of the PRNG2 to produce
the final R4 output of the new PRNG. Since the input
challenge of the PUF in figure 9 is hidden in the R1
chip, the adversary cannot model the secret information
of the PUF even using ML techniques [59]. In the new
PRNG, the PUF input challenge was masked so that the
adversary could not model all elements. When a LSTM
attack [62] carried out on the suggested PRNG, the
training precision is approximately 52%. In contrast, if
the LSTM attack is implemented on a normal PRNG, its
training accuracy will be above 99% [59]. However,

these PUFs are vulnerable to modelling attacks [63] by
application of machine learning algorithms that predicts
the response of PUFs [64]. Therefore, it is desired to
build PUFs circuits with added complexities such as
encryption, hashing, etc that protects from machine
learning attacks [65] [66] [67]. An attack on FPGA
based PUFs was demonstrated that classified ‘0’ and ‘1’
responses even when encrypted [68] [69]. Hence FPGA
implementation of side channel attacks based on deep
learning needs bitstream modification by combining
them with responses [70].

PRNG chip-1 & PRNG chip-2 a
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Fig. 9. "ML resistant PRNG
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3 Discussion & Challenges

Pseudorandomyfiumberigenerators (PRNGs), which use a
deterministi¢’process tg extend a brief random string into
a sétof random looking numbers, are adequate for many
purposes. “PRNGs ~are divided into two parts
cryptographic and non-cryptographic. For cryptographic
applications, however, it is critical to create pseudo
random bits that are unpredictably recognised even by
the most powerful attacker. Furthermore, pseudo random
number generator with quality output which is tolerance
to attacks can be built, which is called TRNG. PRNGs
uses a known algorithm to generate a huge number,
which are completely random from a small quantity of
unpredictability numbers called seed. The linear
congruential generators present in many programming
libraries are noncryptographic PRNGs. These libraries
statistically acceptable random numbers, but they can’t
use for cryptographic keying applications. This PRNGs
takes input as seed and gives output. The seed used for
PRNG is mathematically derived so we can derive the
internal state and output of PRNG easily. Attacker can
easily predict the outputs if he knew previous outputs
therefore security problems are associated with PRNG.
A nondeterministic irregular bit generator employment a
nondeterministic source to produce randomness. Most of
the randomness (random seed) produced by
unpredictable natural process such as atmospheric noise,
jitter noise and nuclear decay. The major performance of
TRNG depends upon the quality of seed produced by
entropy source. We can create randomness from within
deterministic system. Computers which don’t have
hardware entropy source try to obtain seed from
embedded devices of hardware like keyboard and hard
drives, memory, etc. The entropy derived from the
sources like keyboard is not at all sufficient, so it is
better to have hardware entropy source. Computationally
bounded test that can assess a RNG’s output and
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authoritatively affirm that the output is random. Entropy
source should produce output regularly with some
frequency. However, some software system stores a seed
value in hardware which have security problems, since
there are some problems with entropy source. Hardware
that provides a well-designed, efficient, and easy-to-use
hardware entropy source is the greatest answer to these
problems. Random number generators are used to
determine optimal input random variables in
cryptography, communications, industrial equipment and
measurements, Monte Carlo simulations, random filling,
mobile and computer games, laboratory testing,
application of evolutionary algorithms to characterize
networks. Moreover, they are used in applications such
as games, lotteries, statistical data analysis, sampling,
simulations and testing machine learning algorithms.
Technologies generating true or pseudo random numbers
needs to be developed in areas such as secure
communications, security systems and online banking.

The important observations identified after detailed
literature review in FPGA implementation of PRNGs are
depicted herewith. Computing paradigm has perceived a
logical shift from CPU towards application specific
GPU, FPGA, CPLD due to slow down of Moore’s Law,
operating system overheads, serial data processing,
memory management, power efficiency and spe€d. The
increase in performance parameters of genéral-purpose
CPUs & GPUs is unable to match with the newly
adopted peripheral interfaces. FPGA based digital
circuits provide an intermediate afrangement,between
ASIC and CPU with regards to through-put, latency,
portability and design time. FPGA implementation
forms the basis of ASIC implementation. True random
number generators are expensive, low bandwidth ‘and
speed, non-compatible with FPGA or heterogenous
architectures. Ring oscillatersideployed using inverters
are mostly appropriate/ for<low, power and area
entitlements, and are rebust to 1/finoise. Asynchronous
modulo caunter can/be successfully“replaced with ring
oscillators hand PLL to explore device independent
operation:, LUT-FIFO TRNG suses RAM blocks
available in“FPGA are used to generate high quality
random bit streams, however LUT-SR TRNGs do not
generate good quality random bitstreams as compared to
LUT-FIFO TRNGs. DPR & DCM facilities are available
with Xilinx but not”in an Altera FPGAs that clearly
implies importability. Feedback mechanism from the
generated random number enhances metastability. Post
processing scheme may be deployed to enhance the
statistical characteristics of the generated random
numbers. The comparison of TRNGs published in the
literature through coherent sampling with self-timed
rings and beat frequency oscillators is illustrated in table
2. Hyperchaotic systems have more complex behaviors
and better random-like characteristics than general
chaotic systems. Chaotic systems are computationally

complex and needs more hardware resources. It is
observed that the complexity involved is much more that
results in lower throughput and higher power dissipation
therefore chaos-based TRNGs / PRNGs may not be
applied in limited power applications. Table 3 illustrates
the comparison of PRNG techniques employed for
hardware implementation. Conventional pseudo-random
number generator (PRNG) is vulnerable to machine
learning (ML) attacks since algorithms are used to
generate the random number. FPGA implementation of
random number generator for accelerating edge
computing algorithms for big dataanalytics is necessary.
Post processing scheme may be deployed.tegenhance the
statistical characteristics of thegmgenerated | random
numbers especially machine learning resistant, Table 4
illustrates PRNG techpiques that can_bes€lected for
implementation based on the depleyed applications.

Table 2. TRNGs comparison

Parameters [22] [71] [72] [30] [24]
Method RO BFD Modi- BFD DCM
RO
LUTs 32.0 50.0 160.0 29.0 38.0
Registers 48 33 19 20 38
Entropy 0.998 0.931 0.982 0.973 0.998
Complexities M Low Low Low M
Portability Yes Yes Yes Yes Yes
Tunability No Yes No Yes No
Throughput 4.0 5.0- 4.0 5.0- 100.0
(Mb/s) 25.0 25.0
M: Medium

Table 3.a Comparison of PRNG techniques for hardware
implementation

Ref. Techniques Speed Hardware
Complexity
[26] LFSR High Low
[73] Cellular Automata Medium Medium
[74] Fibonacci/Galois LFSR High Medium
[49] Chaos-Based PRNG Medium High
[12] Ring Oscillator Hybrid Medium Medium

Table 3.b Comparison of PRNG techniques for security and its

applications
Ref. Techniques  Security Applications
[26] LFSR Low FPGA, DSP, CRC, ECC

[73] Cellular Medium Image processing,
Automata cryptography

[74] Fibonacci/  Medium Wireless communication,
Galois LFSR cryptography

[49] Chaos- High Secure communication,
Based RNG ML-resistant PRNG

[12] Ring High Hardware security,
Oscillator cryptography
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Hybrid

Table 4. PRNG technique selection based on applications

Applications PRNG Choice

High-Speed FPGA/ASIC LFSR, Cellular Automata (VLSI-
Systems Based)

LFSR + Chaos-Based PRNG
(VLSI-Based)

Low-Power loT &
Embedded Systems

Machine Learning
Security

GAN-Based PRNG, RL-Based
PRNG (ML-Based)

Chaos-Based PRNG or ML-
Based PRNG

Cryptographic Key
Generation

Hardware Security
Modules (HSMs)

Hybrid PRNG (Ring Oscillator +
Chaos or ML-Based)

4 Future Scope

Currently FPGAs are being deployed to embrace
heterogeneity with the aim of providing high
performance and energy efficiency. FPGAs have to be
programmed through hardware description language
VHDL, Verilog, etc. that completely described the
circuits designed to execute a particular task. FPGAs are
attractive and significant element for higher performance
and energy efficiency due to custom datatypes, custom
memory hierarchies and connectivity, 410, instructions,
very deep pipelining, abundant parallelism and Jow
power consumption. FPGA enables arbitrary different
digital circuits such as on-chip memory, combinatorial
logic blocks, digital signal processor units and logic
gates to be configured through interconnect between
them. Tremendous increase in data and operations,
general purpose processors are unable to process the
information in real time. Hardware accelerator based on
reconfigurable logic such™ as 'FPGA can be used to
accelerate the some/of| the tasks_ and decrease total
executiont time. These ytasks can| be meticulously
evaluated fer execution.on, hardware (FPGAs) and
softvare (MPSoC) to achieve desifed performance. The
execution speedsup to 3X has been demonstrated for an
integrated platform that host FPGA and MPSoC on same
devices. It was achieved’through tight communication
mechanism  between~ the processor and the
reconfigurable logie! Thus, the post processing schemes
that may provide much needed machine learning
resistant features can be tightly implemented using
python productive MPSoC and the TRNG may be hosted
on reconfigurable logic.

5 Conclusion

In this paper, an attempt has been made to discuss
emerging techniques and challenges associated with
FPGA implementation of true / pseudo random number

generator along with its future scope. FPGA based
digital circuits provide an intermediate arrangement
between ASIC and CPU with regards to through-put,
latency, portability and design time. True random
number generators are expensive, low bandwidth and
speed, non-compatible with FPGA or heterogenous
architectures. Chaotic systems are computationally
complex and needs more hardware resources.
Segmented Box-Muller method may be deployed for
generation of GRNGS. It is desired to build PUFs
circuits with added complexities sueh as encryption,
hashing, etc. that protects from maehinelearning attacks.
Post processing scheme through _heterogeneous
computing using python productive® MPSoC may be
deployed to enhance the statistical“characteristics of the
generated random numiers-especially,machine learning
resistant.
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