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Abstract: The Receiver Autonomous Integrity Monitoring (RAIM) method uses
additional information to detect and remove spoofing signals by analyzing pseudo-range
measurements. Therefore, assuming that spoofing signals are errors for the valid signal,
RAIM can be a practical method that does not impose expensive hardware to the
receiver. Typically, RAIM operates under the assumption that simultaneous multi-
satellite errors are highly unlikely. For example, GPS satellite errors occur no more than
three times per year. Some enhanced RAIM methods have been proposed in recent years
that employ additional measurements, such as Doppler shift measurements, time-
differential carrier phase measurements, and so on. Since simultaneous multiple fake
satellites are common in spoofing cases, basic RAIM cannot counter these types of
signals, and for eliminating more than one spoofing or error signal requires additional
information, such as measurements on other frequencies or satellite systems, which
increases the complexity of execution. In this paper, an anti-spoofing method based on
Advanced RAIM (ARAIM) has been proposed with a novel slope-based RAIM
availability assessment method. Simulation results on several spoofing data sets indicate
the definitive success of the proposed methods in detecting and mitigating spoofing
error, with a detection success rate of over 79% using the statistical method and over
87% using the Kalman filter method.
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Introduction detect

satellite errors based on

HE Receiver Autonomous Integrity Monitoring
(RAIM) was the first method that FAA adopted to
ensure Global Positioning System (GPS) monitoring,
deeming it essential for civilian GPS usage [1]. Since
1992, RAIM has been considered a fundamental part of
airborne electronic systems and is primarily used to
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pseudo-range
measurements. Extensive experimental and theoretical
work has been conducted to test and develop RAIM
systems. In basic RAIM, it is assumed that more than
one faulty satellite does not occur simultaneously. On
this basis, if RAIM is available, accuracy requirements
can be estimated. The advantage of RAIM is that it does
not require additional hardware and is evaluated at the
user level [2]. Integrity monitoring at the user level is
crucial because it is the only place where all the
information necessary to solve navigation problems is
applied. System integrity includes the system’s ability to
issue timely alerts to the user.

This paper tries to detect and mitigate spoofing by
introducing an Advanced RAIM (ARAIM) algorithm
and removing RAIM limitation of identifying only one
faulty satellite. ARAIM supports multi-constellation
dual-frequency [3]. In this method, two main topics are
generally addressed through two separate tests. The first
topic is RAIM availability, which is assessed in the
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position domain, and the second is error detection, which
is evaluated in the measurement domain. Initially, we
need a closer examination of satellite geometry from the
user's perspective to determine whether the current
satellite geometry allows the application of the RAIM
method. If this condition is met, RAIM is considered
available, and in the second step, error detection is
conducted. This is meaning that the second test is
performed following a positive result from the first. Both
of these tests require a threshold for decision-making.
This threshold is a key factor linking the two tests. Three
different methods are used for the second test: (1) the
range comparison, (2) the least squares residual [4], and
(3) the parity methods. These are largely equivalent,
with key considerations being the definition of the test
statistic, the decision threshold, and computational
complexity. Here, the least squares residual method is
employed.

RAIM algorithm is divided into the snapshot algorithm
based on the pseudo-range residual and the algorithm
based on the Kalman Filter (KF) [5-7]. As a typical
algorithm of snapshot algorithm, parity vector method is
simple to calculate and has shown good detection
performance for large pseudo-range deviation. And its
improved algorithm is sensitive for small and slowly-
changing pseudo-range deviation [8]. Compared with the
snapshot algorithm, the RAIM algorithm based on
Kalman filtering is less sensitive to slow-varying fault
detection due to the memory effect of the filter.
Nevertheless, it eliminates the limitation imposed by
satellite quantity requirements and is capable of
performing independent fault detection effectively. For
these reasons, this paper adopts the KF-based RAIM
algorithm.

The remainder of this paper is organized as follows:
Section 2 states literature review. Section 3 reviews
basic RAIM application is spoofing mitigation and
availability assessment. Section 4 proposes the KF based
ARAIM method. Section 5 gives an overview of the
simulation results. Section 6 concludes this work with a
brief summary.

2 Review of Previous Research

Various RAIM schemes have been proposed, typically
based on residual analysis, which is the difference
between predicted and actual measurements (Fig. 1) [9].
Error detection can be performed using statistical
hypothesis tests. The test statistic parameter, based on
the residuals, is calculated and compared with a
threshold [10]. An error is confirmed if the test statistic
exceeds this threshold. RAIM requires at least one
degree of redundancy to detect the presence of an error
in the measurement set, and once an error is detected, at
least two degrees of redundancy are needed to remove it
from the navigation solution. The first RAIM error

detection algorithm for GPS use was proposed in the
second half of the 1980s, with the Fault Detection and
Exclusion (FDE) algorithm introduced in 1990 [11].

Estimateby .S Estimate by robust
estimator estimator

' v

Test statistic of RB Outlier
RAIM detector identification

H-| Robustresiduals

Residuals of all
measurements

Fig. 1 Flowchart of a residual-based RAIM detector based on a
robust estimator [9].

With advances in technology, it has become possible to
simultaneously use two or even multiple satellite
navigation systems. In this case, RAIM availability
increases, but naturally, the number of satellites being
tracked for navigation at any given moment also
increases. As a result, the likelihood of multiple satellites
being faulty rises, making the assumption of only one
faulty satellite no longer valid, and the conventional
RAIM approach less effective.

Accordingly, various improvements have been
proposed for RAIM to handle multiple simultaneous
faults, which generally consider the integration of other
satellite systems such as Galileo, INS, GLONASS, and
Beidou. These methods generally assume that one
satellite system may be faulty while another remains
fault-free  [12-19]. Extensive theoretical and
experimental research has been conducted on the testing
and development of RAIM systems. RAIM techniques
capable of excluding more than one erroneous or
spoofed signal require additional information, such as
measurements on other frequencies or from other
satellite systems, which increases implementation
complexity [20].

In recent years, most researchers have focused on
ARAIM, in which PL (a threshold for positional error) is
calculated after fault detection [21]. Jiang and Wang
adopted the ideal PL [22] in ARAIM and verified it was
more accurate than other PLs for the ARAIM
availability assessment [17]. ARAIM s still in the
theoretical research stage and is not currently being
applied in engineering practice. In this paper, an ARAIM
is proposed and implemented, which analyzes scenarios
where two or more spoofed signals are received by the
receiver (even under the assumption that the spoofed
signals are otherwise identical to valid signals except for
their pseudo-range measurements).

3 Implementation of Basic RAIM

Based on the presented concepts, the GPS
measurement model is represented as Eq. (1):
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where y is the linearized measurement vector (of size
Nx1), representing the difference between the pseudo-
ranges and the calculated ranges based on the positions
of the primary satellites (with N being the number of
satellites tracked for positioning). x is a 4x1 vector that
includes three components of the deviation of the actual
position from the assumed position, plus the clock bias
deviation. G is the observation matrix or design matrix
(of size Nx4), which is a linear association matrix based
on the linearization around the user’s assumed position
and clock bias. F is the measurement error vector,
encompassing receiver noise, signal propagation effects,
ephemeris errors, and other sources of noise [11].

In satellite navigation signal processing, it is generally
assumed that G is known. In practice, G contains a set of
vectors from the actual user position to the satellite
positions. Therefore, this matrix is subject to disturbance
associated with ephemeris errors and user position
errors. Such discrepancies can affect the detection
process, especially in the presence of satellite faults or
signal interference. The least squares estimate for X’ can
be obtained as Eq. (2):

x5 = (GTG)'G".y = A ys 0
(A= (G"G)'G" ,y5 = Gxy5 )

This estimation provides the solution for the deviations
in position and clock bias using the available pseudo-
range measurements. The value y,s is an estimate of y
and is used in calculating the residual vector. The
residual vector, which represents the difference between
y and its estimated value, is ultimately obtained from as

Eq. (3):
&5 =Y — Vs = [ = G(G"G)'GT](f) = Sf 3)

This process is a linear transformation that takes the
measurement error and converts it into a residual vector.
After obtaining the residual vector, it is used to calculate
the Sum of Squared Errors (SSE), which plays a crucial
role in the RAIM method.

SSE = (f)"S*(f) = elseLs (4)

The SSE parameter as a non-negative quantity, has
important properties in the least squares decision-making
rule, simplifying the decision process. It is divided into
two parts: one for the error-free section and one for the
error-containing section, with the decision point called
the threshold. The statistical distribution of SSE is
entirely independent of satellite geometry for any N,
making it easier to perform the fixed-threshold alert
algorithm. The task reduces to calculating thresholds that
yield the desired alert rate for varying expected values of
N [19].

Making a decision to announce an error requires two
values: the test statistic parameter and the threshold.

Typically, the detection threshold is determined from the
statistical properties of the test statistic, ensuring that
false  alerts—those occurring under error-free
conditions—do not exceed a specified rate. Before
addressing detection in basic RAIM, we first need to
discuss RAIM availability, followed by the detection
phase.

3.1 RAIM Availability

For RAIM availability, the geometry of the satellites
needs to be evaluated. The first requirement for
geometry is that the user must have at least five visible
satellites. For each visible satellite, a slope value is
calculated, representing the degree of impact that the
satellite error has on the user error. To make a
conservative estimate, it is assumed that an error occurs
in the pseudo-range measurements that has the greatest
impact on the navigation solution. This is known as the
maximum slope, and using this value (Slope;q.), the
PL and AL parameters are calculated. PL is within the
safe operation limit AL (the maximum allowable error
for safe operations). PL is used to ensure that the error of
the method does not exceed a specified amount [5].

The comparison of these two parameters determines
the availability of RAIM. In fact, fault detection
calculations are performed only if PL < AL. Typically, a
distinction is made between the Horizontal PL (HPL)
and Vertical PL (VPL). Ultimately, the satellite
geometry at the user's position is valid for RAIM error
detection if HPL< HAL, VPL<VAL, and n>4.

A numerical search for the ideal PL begins with an
improbably large value [23], which leads to a large
amount of calculation, increasing the computational
burden of a GNSS receiver or an onboard computer. PL
depends on the satellite geometry (including the number
of visible satellites), minimum detectable bias and
statistical assumptions about the measurements. Note
that AL is also a fixed value. To calculate PL, we need
to calculate the slope parameter, which is defined for
both horizontal and vertical protection levels as the
ratios of Horizontal Radial Error (HRE) and Vertical
Error (VE) to the test statistic, respectively. The
following equations relate to determining RAIM
availability.

HRE; (5)
Sl =
OPeni = ot statistic
VE;
Slopev; = ————— ©)
test statistic
test statistic = VSSE (7
SSE = (T (f:S) = [T (Sf: = fi*Su ®)
(Aifi HApfa + o+ A fr)* +
HRE = = (9
\/ (A21f1 + A22f2 +t Aann)z

Iranian Journal of Electrical & Electronic Engineering, Vol. 22, No. 03, September 2026 3



fVAL + 45

VE; = fiAs; (10)
Assuming that only i-th satellite contains an error and

other satellites are error-free, the sensitivity of horizontal

positioning error to the error in i-th satellite is expressed

as Eqg. (11):

’ 11
Slopei = (A%l + A%J/Sll ( )

or
Slope; = \/(Aii + AN —4)/Sy

where A;; refers to the element in i-th row and j-th
column of matrix A. Diagonal matrix S;; is element of
diagonal matrix S. Maximum slope can be determined as
Eqg. (13):

Slopemay = Max {Slope;} (13)

(12)

A satellite with the largest Slope,,,, is more difficult
to detect, as it produces the smallest test statistic for a
given positioning error [20]. PL is determined using Eq.
(14), where Pbias is equal to the product of the standard
deviation and the non-centrality parameter. The non-
centrality parameter A defined as the mean normal of
squared measurement residuals with degrees of
freedom k:

PL = Slope, ., * Pbias (14)
Pbias = O'\/I (15)
A=km? , k=N-—-4 (16)

After calculating PL and comparing it to AL, RAIM
availability is determined, and if the result is positive,
the error detection phase is performed [14].

3.2 Spoofing Detection using Basic RAIM

When RAIM is available, the fault detection phase is
executed by calculating the test statistic and the
threshold parameters. In residual-based RAIM, the test
statistic is defined as the weighted norm of the residual
vector and is proportional to the positioning error as well
as the magnitude of the erroneous component. In
general, RAIM algorithms determine the threshold using
both Monte-Carlo sampling and the chi-square
probability distribution. In this case, the chi-square
method is used as Eq. (17):

Threshold = F)(_Izj_4(1 — Pp,)o? 17
where F is the central chi-square distribution
function, Pg,4 is the maximum allowable false alarm rate,

and o is the assumed standard deviation of the
measurement error. Pr, is also expressed as Eqg. (18):

Pra = [, f(x)dx (18)
where f(x) is the probability density function in the
fault-free condition. In the literature, Pp, is typically
considered a fixed value, usually between 7.7 x
10~7and 0.001. As previously mentioned, basic RAIM

can only exclude one spoofed satellite. RAIM-based
FDE is considered available if fault detection remains
possible even after exclusion. The exclusion algorithm
identifies the satellite causing the fault and removes it
from the navigation solution.

In summary, the standard RAIM algorithm for
detecting spoofing with a single spoofed satellite is
implemented based on the flowchart shown in Fig. 2.
This algorithm can provide continuous accuracy
monitoring for GPS navigation by analyzing the residual
pseudo-ranges.

Acquire
observables

v

Observation
matrix

Acceptable
satellite
eometry?

RAIM
unavailable

Calculate test
statistic, T

N
2 Fault detected [—

Yes

No fault
detected

Fig. 2 Baseline RAIM algorithm expanded from Sandstrom
2001 [15].

To identify the spoofed satellite, the exclusion
algorithm checks the residual vector after a fault is
detected. Based on the discrepancy in the array value
associated with the spoofed satellite in the residual
vector, it identifies the channel of the spoofed satellite,
removes it from the navigation calculations, and then
resumes navigation.

4 The Proposed Kalman filter based ARAIM

Compared with ARAIM, the basic RAIM has two
deficiencies. The first is that RAIM is designed for a
single constellation, monitoring only a single satellite
fault [2]. ARAIM is designed for double constellations,
monitoring not only the single satellite fault, but also the
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multiple satellite faults and the constellation fault [12].
The second is classic, and the enhanced PLs are not
rigorous enough for RAIM availability assessment,
while the PL of ARAIM is much more rigorous.
However, the on-board calculation of RAIM using the
classic or the enhanced PLs is much less than that of
ARAIM. For a single constellation, RAIM can still be
used, but there is a problem needs to be considered,
founding a RAIM availability assessment method both
satisfying the rigor and maintaining the low on-board
computational burden.

In this paper, a slope-based RAIM availability
assessment method is proposed to solve the above
problem. The characteristic slope is taken as the
assessment basis. Using the ideal slope threshold, this
method can achieve a consistent RAIM availability
assessment with the ideal-PL-based method. The ideal
slope threshold can be calculated offline and searched
online because it is only related to one geometric
parameter.

Besides, Kalman innovation monitoring is used to
estimate the current measurement by historical
information, comparing with the current actual
measurement to determine whether there is a range fault.
The fault of each satellite can be independently detected
with less computation, fewer stars and multiple faults,
overcoming the shortcoming of the snapshot algorithm.
But note that KF method is not sensitive to slowly-
changing faults, which is mainly due to the fact that the
test statistic is not only related to the fault deviation of
the current time, but also to the estimated deviation
before the current time.

4.1 Difference between Multi-Fault and Single-Fault

The comparison between the test statistic and the
threshold is based on the idea that when Ifl (the
measurement error vector) increases, lyl (the residual
vector) is also likely to increase. This assumption
generally holds true in the case of a single faulty
satellite. However, it has been observed that Iyl does not
necessarily increase proportionally with Ifl. The effect of
the error on Ifl is a function of the geometry between the
satellite and the receiver and is, in fact, a scalar quantity.
Furthermore, it has been observed that RAIM
performance is not guaranteed in the presence of
multiple faulty satellites. This is because, in the multi-
fault case, the individual errors can cancel each other
out, and as a result, Iyl might not increase (even when
there are significant biases in the Ifl components [16]).

Simulation results show that multiple faults reduce
RAIM availability, and methods effective for single-

fault cases do not perform well under multiple faults.
Some methods have been proposed to improve RAIM
availability compared to conventional RAIM, including
Novel Integrity- Optimized RAIM (NIO-RAIM), which
applies weights to the pseudo-range measurements, but
these still operate under the single-fault assumption [8].
Indeed, the core structure of RAIM algorithms remains
the same for both single- and multi-fault scenarios.
Therefore, using the same pseudo-range error standard
deviation and false alarm probability, the decision
threshold remains unchanged in both cases. The
difference lies in the specific slope values, both
horizontal and vertical slopes, which represent the ratio
of navigation solution errors to residual distance errors
[3]. Thus, in the next section, a method for calculating
the maximum slope is proposed to improve the RAIM
availability algorithm.

4.2 New method for Generalizing RAIM Availability

Since the key difference between the single-fault and
multi-fault cases lies in their specific slope values, the
first step in generalizing RAIM for spoofing detection
should be to determine the Slope,,,.. Following the
assessment of RAIM availability, and upon confirmation
of a positive outcome, the system proceeds to the fault
detection stage. The error vector in the positioning
equation is expressed by as Eq. (19):

Serr = Xps —X = Af (19)

This approach emphasizes calculating Slope,,,, t0
understand the worst-case effect a spoofed or faulty
satellite can have on the navigation solution. With that,
the RAIM algorithm can be generalized to consider
multiple faults more robustly. Assuming that faults have
occurred in satellites i, j, and k, the error vector can be
represented as Eq. (20):

e=firgi+fig9; +fr gk , (20)
f=(0,..,09,0,..,0,b9,0,..,0,.., bNT

where f;, f, fc are the magnitudes of the errors in the
pseudo-range measurements from satellites i, j, and k,
respectively. g, g, g are the corresponding direction
vectors (or columns of the geometry matrix G) that
relate measurement errors to position domain errors.
Based on the two preceding equations, the error vector
can be rewritten as Eq. (21). For horizontal error, the
north and east components of the position error vector
are considered. Also, for vertical error, the west
component is taken into account. These errors are
derived from equations (22) and (23). Based on advance
VE and HRE, the new equations on SEE and slope can
be updated as equations (24) and (26).

Serr = Af = [bDAy; + DDA + b® Ay, bD Ay + DDAy + bW Ay, bD Az + DDA + bW A5, bD A, + (21)

bDA,; + b Ay
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VE = [bWAs; + bDAs; + bW Ay, | (22)
HRE = [(6O Ay + DDA, + O + (BOAz + O Ay + O, (23)
SSE = elsers = fT(S)f = 0D)2S; + (bD)2S;; + (0W)2Sky + 2bObUIS,; + 26Op WS, + 2p@p S, ; (24)
S lopex(/i'j) = % = (b®D)2s;;+(bN)2s; j+(zlflfj)):z:;;i(:l?;;t;;iiizkg(i)b(k)sik+2h(k)b(1')sk j (25)
S B &

These relations also cover one or two spoofed
satellites, and are capable of identifying up to three
spoofed satellites. In fact, by calculating Slope,, ., using
the above equations, the value of PL is obtained and the
RAIM availability is determined. Simulation results
show that the ARAIM is a viable approach for detecting
and eliminating two or more spoofing signals.

4.3 ARAIM algorithm Using Kalman Filter

In the case where multiple spoofed satellites are
present, removing the channels related to the spoofed
satellites or pseudo-ranges is only possible if the number
of spoofed pseudo-ranges is known. The spoofing
mitigation approach proposed in this study proceeds as
follows: navigation is maintained using the best subset,
defined as the group of at least four satellites that
produces the minimum test statistic, as determined by
the algorithm. It is important to emphasize that the test
statistic for each subset is computed using Eq. (7).
Although navigation with the best subset may still
contain a spoofed pseudo-range, the KF is subsequently
employed to estimate the spoofed pseudo-range and
thereby enhance navigation accuracy. The KF is a set of
equations and mathematical relations that functions as an
optimal estimator with prediction and correction
capabilities by minimizing the error covariance. This
filter enables estimation for past, present, and future
states. Even when the exact nature of the modeled
system is unknown, the KF can still perform these
calculations. In this filter, the state of the stochastic
process to be estimated is expressed through equations
(27) and (28).

X = AXpq + Wiy (27)
Zk=HXk+ (%% (28)

The variables wy_; and v, represent the measurement
and process noises and are considered as mutually
independent white noise processes with normal
distribution. In these equations, x; is the state vector of
the process at time t.. A is the transition matrix from
X,_1 10 x;. Note that in practice, A may vary over time,
but here it is assumed to be constant. z.is the
measurement vector at time tx. H is the ideal observation
matrix that relates the measurement vector to the state

vector at time tx, which may also vary with time or
measurements in practice; however, it is considered
constant in this case. The system error is expressed as
Eqg. (29):

er =X — Xi
ek = xk - k\k (29)

where e, represents a priori error estimate, and x;
denotes the best a priori estimate for obtaining a
measurement at time t,, and e, is the updated error
estimate. The error covariance matrix at this time is
defined as Eq. (30):

P, = E[ &,&,"] (30)

where E represents the expected value. Now, the linear
combination of the two estimated and measured states is
expressed as Eq. (31):

£, = £+ K(zp — HEY) (31)

where X represents the next state estimate, z, denotes
the measured value, and K is the Kalman gain, which is
the weight that minimizes the error between the
measured value and the best estimate, and it changes
over time. In Eq. (32), the updated error covariance is
provided. After some mathematical calculations, the
error covariance matrix is expressed in Eq. (33) which is
a general expression for updating the error covariance
matrix and is used for any value of K. Therefore, the
gain K, is calculated from Eq. (34):

Py = Elexej;] = E[(x — &) (xe — £)"] (32)
P, = (I — Ky H )P (I — K H)™ + KRy K (33)
Kk = pkHT(HISkHT+R)_1 (34)

Based on the above relations, the KF estimates a
process using feedback control. The filter predicts the
process state at a given time and then receives feedback
in the form of a noisy measurement. This is why the KF
equations are divided into two categories: (1) time
update equations and (2) measurement update equations.
The first are responsible for predicting the current state
and estimating the error covariance to obtain the prior
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state for the next time step. The second are responsible
for applying the feedback.

The time update equations can also be considered as
predictor equations. In contrast, the measurement update
equations are considered as corrector equations. It is
clear that the final estimation algorithm is a prediction-
correction algorithm for solving numerical problems.

The Kalman algorithm is applied in the following
order: The first step in the measurement update process
is to calculate the Kalman gain K. The next step is the
updated estimation with the measurement vector z,. The
third step is to compute the error covariance for the
updated estimation using relation, and the fourth step is a

forward propagation step using relations, which are
essentially the prediction equations. Figure 3 provides a
general overview of the filter's performance, integrating
the high-level diagram with the time update relations and
measurement update. In the proposed algorithm, by
defining a threshold, the pseudo-range falsification is
first detected, and then, based on the overall KF process,
the data is fed into the filter. The proposed ARAIM
algorithm with KF estimator is generally implemented
based on Fig 4.

Enter priory estimate Xoand its error covariance Py

Compute Kalman Gain

20,71,...

Ky = FRHT(HE’cHT + R)71

Project ahead Prediction

X = AXp—q + Wg—q

Update estimate with measurement
Update state matrix

Zy = HXk+ Vi
fk =f+K(Zk—Hf;;)

X0,X1,...

Compute error covariance for updated estimate
Update covariance matrix

Py = (I — KeHOP (I — K H)T + KR K"

Fig. 3 General overview of the Kalman filter.

5 Simulation Results

The results of the simulation for 8 datasets are
presented in this section. All datasets employed in this
study correspond to a medium level of GPS spoofing
and were generated using a combination of authentic
GPS data and a GPS signal simulator. Specifically, a
genuine static GPS signal was superimposed with its
time-delayed replicas at varying intervals. A
comprehensive description of the dataset generation
process is provided in Ref. [13], previously published by
the authors. All processing was done on a laptop
ASUSK46C with i5 1.8 GHz CPU.

Before the results will entail, the satellite acquisition
results for datasetl are displayed in the valid and
spoofing signal sections in Fig. 5.

As can be seen, after the spoofing is applied, the
satellite acquisition level changes and a spoofed satellite
is added. As discussed previously, the spoofing affects
the pseudo-range between the satellite and the receiver,
and this effect can be observed in Fig. 6. Table 1
presents the residual vector values for each satellite. In
the presence of spoofing, the norm of the residual vector
increases, which affects the sum of the squared errors
and, consequently, the corresponding statistic.
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Calculate Kalman filter gain
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End

Fig. 4 Flowchart of the proposed ARAIM anti-spoofing algorithm based on Kalman filter

Table 1. The residual vector values for each satellite in data setl.

Authentic Spoofing
PRN No. Residual vector PRN No. Residual vector

3 -6.647318017 19 -13.23528333
13 -3.19119784561 22 5.15325278
14 -0.776807732 3 -1.50101150
22 -0.249262851 6 -13.83188533
6 4.482189685 18 23.41492799

norm 8.66753521 norm 30.71744932

5.1 Spoofing Mitigation in Basic RAIM

In Table 2, the results related to the accessibility test in
the base RAIM are presented. Dataset2 to dataset4 are
similar to datasetl have one fake PRN. The slope values
are stated separately for both horizontal and vertical
directions. As previously mentioned, the warning
threshold value is considered constant, which is 40

meters for the horizontal threshold and 50 meters for the
vertical threshold, respectively [8].

Based on the obtained values for all data sets, the result
of the accessibility test is positive. Table 3 shows the
values of the test statistic for the error detection stage.
The parameters considered for this stage are Py, =
0.00055, ¢ = 4 and threshold = 13.82057. Since all
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four datasets track 5 satellites, they have a Degrees of
Freedom (DOF) of 1, and the threshold value for all four
datasets is the same. Based on the observed results, the
basic RAIM successfully detects the deception in the
presence of one fake satellite. Based on the values of the
residual vectors, the algorithm identifies the fake

BT

satellite and removes it from the navigation. The results
of the RMS error value in the presence of deception and
after its reduction are shown in Table 4. During various
tests, we were able to reduce more than 53% of the
deception.
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Fig. 6 Pseudo-range values of datasetl: (a) authentic and (b) spoofing.

Table 2. Accessibilitx test results for all dataset1to dataset4.

Data set Pbias slopell . HPL slopel . VPL
1 2.47360731 18.68072575 46.20877977 19.50955894 48.25898761
2 3.59490513 5.70003795 18.22618269 3.16506199 11.37809762
3 1.64611265 9.89939901 16.46112650 3.47310345 5.71711953
4 2.10478901 6.32139994 13.30521317 3.97179223 8.35978494

5.2 Spoofing Mitigation with Kalman filter RAIM

In this section, 4 datasets with 2 or 3 fake PRN are
utilize for ARAIM algorithm evaluation. First, the
acquisition results and the values of the pseudo-range for
the spoofing and authentic signals are visible in Figures
7 to 14. For each dataset, the residual vector values after
simulation are provided in Tables 5 to 8.
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The result of the access test simulation in the generalized
case is shown in Table 9. The access test result, by
comparing the values of the PL and the threshold
warning level in both horizontal and vertical modes, is
positive.



Table 3. Test statistic for authentic and spoofing.

Table 6 Residual vector for each satellite in dataset6.

Data Number of satellites Test statistic PRN number in spoofing data  Residual vector value
set (spoof) Ns  (authentic) Na S (A) 31 3.12309706
1 5 5 1412 13.8105 32 -2.16323653
2 5 5 13.93 13.1904 23 9.00867440
3 5 5 16.06 13.205 13 -18.32675761
4 5 5 19.066 13.274 11 -16.01573932
20 24.37396196
1 10.36878861
Table 4. Spoofing reduction in basic RAIM.
Data set RMS RMS (after) Reduction Table 7 Residual vector for each satellite in dataset7.
(before)[m] [m] [%]
1 52.66 13.94 73.52 PRN number in spoofing data _ Residual vector value
2 59.57 18.53 68.89 31 4.59252516
3 79.11 21.87 72.35 23 5.67678309
4 36.9 17.19 5341 1 -10.91725037
20 13.89320010
Table 5 Residual vector for each satellite in dataset5. 13 3.98320010
11 11.55771318

PRN number in spoofing data  Residual vector value

31 -1.31115748
32 -0.22441087
13 -6.00720883
23 2.24841350
20 5.07436373

Table 8 Residual vector for each satellite in dataset8.

PRN number in spoofing data  Residual vector value

23 -10.88896569
1 -11.175233729
31 -7.08271553
20 21.02701308
11 -14.23056913
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Table 9 Accessibilitx test results for all datasets 5 to 8.

Dataset Ng  Num. of fake PRNs Ppias slopel o VPL slopeli .. HPL
5 5 2 39.44045010 5.03398712 47.63678701 6.08012768 7.83483333
6 7 3 13.40043724  3.52229077 26.43692568 7.06095623 3.74409992
7 6 2 10.75976858 1.79119429 48.43939083 8.06378292 6.00703060
8 5 2 2404690568 3.51294807 45.99047171 7.29153089 6.30738213

Therefore, after that, we executed the error detection
stage, and its result is presented in Table 10. As can be
seen, test static for smaller Ns is bigger. The details of
applying the fraud reduction algorithm with the KF are
shown in Table 11. This algorithm was also able to
reduce fraud by more than 64%. Finally, Table 12
presents a comparison of the overall performance of the
proposed method against three reference approaches.
The comparison is organized into three columns,
reporting the average runtime, the achieved spoof
reduction, and the resulting Figure of Merit (FOM),
which is calculated as the ratio of the normalized
reduction to the runtime.

Table 10 Test results of ARAIM for sEoofing datasets 5 to 8.

Dataset Ng DOF Test static threshold
5 5 1 14.33649918 13.82057617
6 7 4 11.02789369 11.02789369
7 6 6 13.6269345 12.86270128
8 5 1 15.93367087 1 13.82057617

Table 11 SEoofing reduction bx Qrogosed ARAIM.

RMS
Dataset PRN set (Before)  (After)  Reduction
(meter) (meter) (%)
5 31-32-13-23 177.46 51.25 71.12
6 31-32-23-11 170.34 65.47 61.56
7 31-1-13-11 216.72 70.80 67.33
8 23-1-31-20 243.52 58.15 76.12

Table 12 comearison the Erogosed ARAIM with others.

Method  Run time (sec) Reduction (%) FOM
[17] 7.5 71 0.52
[19] 2.9 54 1
[20] 11 72 0.36

This work 3.3 69 1.16

6 Conclusion

In this paper a new ARAIM method with KF was
proposed, building upon previous works of the authors.
The complete details of the fraud process were presented
in the tables and figures. The results showed that
ARAIM can detect errors in measurements in spoofing
attacks with more than one fake PRN. Moreover, by
analyzing the residuals of pseudo-ranges, compensate
for the effects of fraud interference and errors caused by
fraud attacks on the GPS. To make the most of RAIM's
performance, a KF was applied to estimate the fake

pseudo-ranges, thus enhancing RAIM’s performance.
Therefore, detecting and mitigation of spoofing attacks
with 2 or more than 2 fake satellites in more than 64%
can be achieved. Increasing reduction present will be
noticed in future works.
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