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Abstract: Global Positioning System (GPS) spoofing poses serious threats to-navigation
systems, as it transmits false GPS signals that cause receivers to compute ingorrect
positions. To address this issue, our research in this study foeused on'leveraging.thé Cross-
Ambiguity Function (CAF) along with advanced machingsflearning techniques to
effectively detect spoofing attacks. A further challenge in” using CAF for spoofing
detection is its high dimensionality, which demandsspowerful hardware and considerably
slows down the detection process. Detecting spoofing signals with'delays of less than 0.5
chips relative to the authentic signal is pafticularly difficult."To overcome this, the
SVD_Var dimensionality reductiensalgorithm; which leverages the variance of CAF data
through Singular Value Decaemposition (SVD), is proposed to enhance both speed and
detection performance. The reduced-dimensionality‘datarare subsequently used to train a
basic Multi-Layer Perceptron (MLP) neural network and the k-Nearest Neighbors (kNN)
algorithm. The effectiveness of the proposed method is validated using the widely
recognized Texas Spoofing Test‘Battery (TEXBAT) dataset. Results indicate that the
method achieves an average detection rate exceeding 80% across various TEXBAT
scenarios, demonstrating enhanced sensitivity and robustness in spoofing detection
compared to both traditional and “State-of-the-art approaches. Also, this approach
accomplishes a dimensionality reduction ranging from 99.69% to 99.99% in terms of the
number of pixels which significantly accelerates the processing speed.
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1 Introduction

OR the effective functioning and deployment of a

multitude of centemporary applications, including
intelligent transportation systems and location-based
services, a seamless and accurate supply of navigation,
positioning, and timing data is indispensable. In this
context, Global Navigation Satellite Systems (GNSS)
stand as the foremost provider of critical information,
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thereby establishing the foundational infrastructure for all
Positioning, Navigation, and Timing (PNT) requirements,
contingent upon their availability [1-6]. A GPS receiver
measures the time delay of signals received from satellites
to calculate its distance from each one. Utilizing distance
measurements from a minimum of four satellites, the
receiver accurately determines its three-dimensional
position in space [7,8]. Among the various types of
attacks, spoofing is considered the most dangerous form
of intentional interference with GPS. In this type of attack,
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the GPS receiver is deceived by tracking counterfeit
signals. Spoofing poses a greater risk compared to
jamming due to the receiver's inability to recognize the
attack. Essentially, spoofing is a stealthy form of assault
wherein the attacker deceives the receiver’s spatial and
temporal data by transmitting counterfeit signals that
closely mimic genuine ones. Research examining various
GPS receivers' reactions to spoofing threats demonstrates
that these attacks can significantly compromise the
accuracy of receiver measurements [9-11].

In this study, we employ spoofing detection leveraging
the Cross-Ambiguity Function (CAF) within the
receiver's acquisition unit—a method initially introduced
by Borhani [12]. The CAF is a two-dimensional function
that measures the correlation between the received signal
and a locally generated code replica across all possible
delay/Doppler pairs, and is maximized to detect valid
signals. During the acquisition phase, the presence of
spoofing interference can be identified by detecting
correlation peaks that exceed a predefined threshold.
However, a major challenge in using CAF for spoofing
detection lies in its high dimensionality, which demands
significant computational resources and results in slow
detection speeds. Furthermore, identifying spoofed
signals with delays of less than 0.5 chips relativegtosthe
authentic signal is particularly difficult. To addressthese
limitations, this paper proposes an algorithrr that analyzes
the dispersion pattern of CAF data using sihgular values
from SVD and peak maximization{ thereby improving
both the performance and the speed of the spoofing
identification process. The overall approach® of\the
proposed idea is presented in Fig. 1.
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Fig. 1 Overall Approach t0"Spoofing Detection.

As shown in Fig. 1, the initial phase involves gathering
the dataset, comprising both authentic and spoofed
signals. Subsequently, following data normalization, the
relevant parameters are extracted for signal classification
(such as phase, Doppler frequency, variance, signal peak,
etc.) are extracted so that dimensionality reduction or
detection algorithms can be applied to them. The final
stage consists of implementing machine learning
techniques, wherein the model is trained and tested using
the collected dataset. Consequently, the model
categorizes the input signals as either authentic or spoofed

based on the extracted classification parameters.

The structure of the rest of the paper is as follows:
Section 2 provides an overview of recent developments in
spoofing detection and mitigation strategies. Section 3
introduces the spoofing signal model. Section 4 outlines
the data collection process. Section 5 presents the
proposed detection method, while Section 6 details the
machine  learning  framework  employed. The
experimental results are discussed in Section 7, and
Section 8 concludes the paper.

2 Related Works

Spoofing detection techniques for GNSS signals can be
broadly classified into four principal.categoriesi(1) signal
processing—based methods, (2) data bit—level approaches,
(3) position-based teghniques, and (4) ‘methods utilizing
machine learning and deepd€arning models.

Within the signalprocessing ' category, various
techniques such™as, correlation peak analysis, antenna
array progessing, and signal” power monitoring are
commonly applied. Important examples include the use of
SQM-based’ methods/and phase differences between
authenticiand,spoofed signals [13-15], detection with the
KNN algorithm [13], utilization of GAN networks with
over 98% accuracy for phase differences greater than 0.5
chips [14], and spoofed correlation peak cancellation
methods [15]. Power monitoring is also highly effective
against “'meaconing attacks [16], which involve
rebroadcasting authentic signals with higher power. In
addition, C/No-based methods [17-20] and their improved
versions, combined with pseudo-ranges and correlation
distortion functions [19,20,21], have achieved up to 98%
detection rates in scenarios where the spoofed signal
power is only a few dB higher than that of the authentic
signal.

In data-bit-based methods, the main focus is on Time of
Arrival (TOA) and Direction of Arrival (DOA) of signals.
The differences in the spoofed signals” TOA compared to
authentic signals [22,23], as well as discrepancies in their
DOA compared to satellite signals [24], are reliable
indicators for spoofing detection. Simulations have
shown that this approach performs satisfactorily even in
multi-source scenarios.

Machine learning techniques can be integrated with
traditional observational parameters and implemented
using software-defined radios. A variety of datasets have
been employed in machine learning research, which may
be either publicly accessible (verifiable) or private
(restricted from sharing with other researchers). Among
the publicly available datasets, TEXBAT and OAKBAT
are the most widely recognized for spoofing scenarios and
detection studies. Numerous publications utilize these
datasets for the validation and verification of their
proposed methodologies. Generally, datasets can be
divided into three main categories [25]: (1) real data: raw
data from smartphones, GNSS stations, and receivers, (2)
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simulated data: generated by software-defined radios and
receivers, such as simulators, and (3) hybrid datasets: a
combination of simulated and real data, which is the most
common case.

Among such studies in deep learning methods,
references [21,26] employed Multi-Layer Perceptron
(MLP) neural networks for spoofing detection. In [12],
the CAF was processed as an image, and spoofing
interference was detected using a Convolutional Neural
Network (CNN). Similarly, [13] investigated the CAF
within the receiver acquisition unit to detect spoofing
signals with delays of less than two chips. In this
approach, a CNN was used to analyze the merged peaks
of spoofed and authentic signals, thereby identifying
spoofing attacks. Reference [27] estimated the clock bias
using an MLP neural network and detected spoofing
attacks by comparing the estimated value with the
measured one. In [28], the authors conducted a
comparative analysis between various unsupervised and
supervised models, evaluating them across several
metrics, including memory consumption, prediction
latency, training duration, processing time, false alarm
rate, spoofing detection rate, detection probability, and
accuracy. The findings indicated that classification and
regression trees outperformed other various unsupervised
and supervised approaches in both classifyinggand
detecting GPS spoofing attacks. The author§“in_ [29],
performed a K-fold analysis to select thedbest machine
learning algorithm among several candidates. Their
results demonstrated that the polynaomial-kerhel Support
Vector Machine (SVM) outperformed other'methads. On
the other hand, the findings in [30] indicated that deeision
tree—based algorithms achieve better results thaniSVM,
KNN, and other analyzed methods. In [31], the authors
proposed GNSS spoofing detection using an SVM-based
machine learning approach, combining real and simulated
datasets for validation and’verification. Similarly, [32]
employed deep neural networks fer spoofing attack
detection, lising CAF, images for »spoofing signal
recognition. They implemented a data-driven classifier
through“_image segmentation, and ‘also considered a
Gaussian ‘mixture model to estimate the number of
spoofing signals., However,)"the proposed approach
involved the use ofymultiple neural network models,
which  significantly JSincreased its computational
complexity. Despite)this, the method demonstrated a
notably high spoofing detection success rate compared to
previously established techniques, especially under
moderate to high Signal-to-Noise Ratio (SNR) conditions
(36 dBm-45 dBm). In [33], the authors used a multilayer
perceptron neural network for classifying artificial
spoofing scenarios based on selected features and hybrid
datasets. Reference [21] also applied an MLP neural
network model enhanced through Particle Swarm
Optimization (PSO) to improve spoofing detection
performance. This method demonstrated accuracy

improvements of 4 % and 2% compared to the optimal
Bayesian rule-based classifier and the multi-hypothesis
Bayesian classifier, respectively. The features employed
for classification included signal power and correlation
distortion functions, which allowed classification of
signals into multi-path, jammed, spoofed, or interference-
free categories.

3 Signal Model

In the process of navigation data extraction, the first
step in digital signal processing sectiof is acquisition. The
purpose of this stage is to identify the observable satellites
and to obtain coarse estimates/of the.code phase and
carrier frequency in order to generate a local replica signal
and remove the inputd eomponents. Satellites are
distinguished by 324different Pseud6=Random Noise
(PRN) codes. The Dopplerseffect) caused by satellite
motion relative to the receiver ‘can shift the carrier
frequency bygupnte +10 kHz fram its nominal value;
therefore,gestimating the fréguency offset is essential.
Acquisition isftypically performed using one of three
methods; \(@) serial search, (2) parallel search, or (3)
parallel code-spacefsearch [7, 34]. The discrete-time
signal observed by the receiver, as expressed in Eq. (1),
results from down-conversion and sampling (at a rate of
fs=1/T;) of the combined signals transmitted from M

satellitesyalong with additive noise.
M

yln) )" (i 671+l

i=1
xi[n; 6;] = a;b;(nTy — 1)c;(nTy — 1;)e/2™anTs+idi (1)

The signal received from the i satellite is defined by
several key parameters: data bits b;i(-), amplitude a;,
spreading code ci(+), carrier phase term ¢; introduced by
the channel, Doppler frequency fq, variable time delay i,
and complex Gaussian noise n[n] (with zero mean and
variance o62). For brevity, the signal parameters are
represented in the vector 0i=(ai,i,Ti,fa,i) .

Signal acquisition is the first step of the receiver to
determine the observable satellites and involves searching
the code-delay and Doppler frequency space to find
values that match the incoming signal. After acquisition,
the tracking stage is performed to obtain more accurate
estimates of 1 and fy;. A spoofing transmitter is an
interference source that generates GNSS-like signals with
the intent of manipulating the estimated time and position
of the victim receiver. The spoofer transmits a set of
spoofing signals that closely replicate legitimate satellite
transmissions, differing only in specific parameters.
These subtle discrepancies, if left undetected, can mislead
the receiver and result in an incorrect position estimate.
Therefore, the GNSS signal received under a spoofing
attack can be expressed as in Eq. (2):
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ylnl =X, x;[n; 6,] + Zyzsl Xj [n; gs,j] +n[n] (2)

where M refers to the number of spoofing signals. For
a spoofing attack to succeed, every spoofing waveform
must adopt the same spreading code c; as the satellite it
aims to substitute and must carry a legitimate navigation
message bi. The spoofers’ parameters (namely spoofing
carrier-phase, code-phase, and amplitude appearing in Eq.
(2)) are grouped into 0 for the j" spoofer. Detection of
spoofing is formulated as a hypothesis test between 7,
and H; as:

{ﬂfo ty[n] = XLy xi[n; 0] + nn] @)

Hy 2 y[n] = XL x[n; 0,1 + Zlivisl x;[n; 5] +nin]

The CAF is a function that depends on the local
replica’s time delay T and Doppler frequency fu.
Typically, the CAF computed across a discrete search
space, which consists of a grid of cells corresponding to
various combinations of Doppler frequency and signal

delay, which are respectively denoted by the vectors T €
R™ and f; € R™ . In most practical implementations,
the number of delay samples 1, significantly exceeds,the
number of Doppler frequency values ng, resultingin a

search space that is denser along the delay axis [32].

The effect of a spoofing signal on the*CAF s illustrated
in Fig. 2. Figure 2(a) shows an example CAF under the
hypothesis HO, whereas Fig. 2(b) depicts the scenario
when a spoofing signal is present, resulting in a secondary
peak in the CAF. In this paper, a variance-based approach
is proposed, which is trained on simple MLP neural
network and kNN networks_as data-driven models to
discriminate between receied spoofed signals and clean
signals.

4 Collecting Data

In this paper, the TEXBAT ‘dataset (scenarios 4 and 7)
as well as two simulated datasets with 4-second and 6-
second delays were employed. The main idea behind
generating delayed “datasets is the combination of the
authentic GPS signal with its delayed replica. The
transmitted GPS L1 signal from satellites can be
expressed using Eq. (4) [35]:

S11(t) = ApPi(OW (£)D;(t) cos(wy1 (¢ + At) + ¢q) +
ACi(8)D;(t) sin(wpq (T + AL) + ¢p4) 4

The spoofed (delayed) signal generated by the spoofer
can be modeled as Eq. (5):

Sti,c/a(t) = AcCi(0)D; (t) sin(wy, (t + AL) + ¢4) (5)

Accordingly, the final received signal at the receiver is a
combination of the authentic GPS signal and the spoofed
delayed signal as Eq. (6):

Cric/a(t) = AZCA(t)D{ (ta) sin(wyy (ta + Ata) + @) +
ARCP (tp)DP (tp) sin(wy (tp + Atp) + @p1) (6)

In the Eq. (6), the superscript A denotes the authentic
signal, while the superscript and subscript D represent the
delayed signal. In fact, Eq. (6) describes the final signal
that the target receiver processes ingorder to extract its
spatial and temporal coordinates.

According to the explanations given abave, thesspoofing
data with delays of 4 and 6 seconds are generated as
shown in Fig. 3. The data storage method is_as follows:
the file original contains the informationifrom the primary
source. This represents a valid'GPS'signal. The file spoof
contains the information from the secondary source,
which is obtainedsfrom the simulator. In other words, the
goal is to gombine the information of one location point
with différent délays.

In the file 4Sec, only the first source is active for about
4 seconds, after whieh the second source is turned on. In
the file 6See, only the first source is active for about 6
seconds, and then the second source is activated.

The spoofed signal for the delayed datasets of 6 seconds
and 4 seconds can be expressed by equations (7) and (8),
respectively, where t denotes time, SA represents the
authentic signal, and SS denotes the spoofing signal.

Ss(0) = Sa(0) +S4(t—6) @)
S's( =540 +S54(t—4) (3

The results of the acquisition process in terms of the
number of acquired satellites for the 6Sec and 4Sec data
are presented in Fig. 4. The tracking results for the
spoofed signal with 4-second and 6-second delays are
shown in Fig. 5(a) and Fig. 5(b), respectively. As shown
in Fig. 5, the tracking results for the spoofed signals with
4-second and 6-second delays show clear differences in
signal quality. For the 4-second signal, the discrete-time
scatter plot indicates that points are concentrated along
the I-axis, suggesting that Phase Lock Loop (PLL) lock is
maintained but with higher noise. Navigation bits are still
identifiable, though noisier, and correlation results are
more variable, reflecting lower SNR, yet Delay Lock
Loop (DLL) remains locked. The raw PLL discriminator
fluctuates more, and the filtered PLL output shows that
the PLL operates under noisier conditions. Similarly, the
raw DLL discriminator is noisier, and the filtered DLL
shows larger error amplitude, indicating that code
tracking is maintained but with reduced quality.
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Fig. 2 Evaluation of the CAF over the delay/Doppler frequency grid with C/N0=25-30 dB-Hz and a delay
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In contrast, th signal shows two distinct
clusters in the scat t corresponding to the 0 and 1
bits, reflecting proper carrier PLL, while the navigation
message bits are clearly demodulated and separable.
Correlation results show large initial peaks for successful
tracking. The raw and filtered PLL discriminators
fluctuate near zero with smooth behavior, indicating
stable PLL lock, and the raw and filtered DLL

discriminators confirm accurate and stable code tracking.

The TEXBAT dataset includes eight different spoofing
scenarios, six using a fixed antenna and two using a
mobile antenna, as well as two clean reference scenarios.
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A small constant offset between the code range rates and
carrier rates is observed in scenarios one through four, as
shown in Table 1. This discrepancy may result from a
uniform shift applied to all replayed carrier frequencies,
as was done to generate scenarios 1-4. In this study, we
used Scenario 4 and 7 from this dataset.
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Fig. 5 Tracking results for the spoofed signal: (a) 4 seconds,
and (b) 6 seconds.

Table 1 Sample and time offsets in static scenarios of
TEXBAT [36].

Scenario Sample offset from Time offset
clean data (seconds)

1 \ 62,561,438 2.50245752
2 \ 74,922,938 2.99691752
3 \ 55,083,021 2.20332084
4 \ 69,344,725 2.77378900
7 0 0
8 | 0 0

Scenario 4 is similar to Seénarie, 3, with the difference
that the power advantage of the 'spoofer has further
decreased (from 1.2 dB't0 0.4 dB) and the spoofing affects
the receiver’s position rather than time. The fluctuations
observed inithe band poweniindicate that the spoofing
signals are<in phase, such that’their constructive and
destructive interactions with the authentic signals tend to
occur simultaneausly., The spoofing appears from
approximately the 1Q0th second onward. The results of
the acquisition process in terms of the number of acquired
satellites for the TEXBAT ds4 data are shown in Fig. 6.

The software-defined spoofer was improved from 1-bit
to 2-bit output, reducing quantization noise, a Doppler
frequency error was corrected, and a high-quality digital
combination method was developed to merge authentic
GNSS recordings with spoofer outputs. These
enhancements enabled more realistic spoofing scenarios
in datasets such as ds7.bin.

Acquisition results.
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Fig. 6 Acquisition level of the TEXBAT datassignal: ()
authentic, and (b) speofed.

In ds7.bin, the first 1106econds contain only authentic
signals. From 110-130 s, spoofing signals are gradually
introduced with carriergphase  alignment, achieving
constant amplitude while“smoothly shifting phase until
they becomertwice as strong and.antipodally aligned with
authenticgignals: Between 130-150 s, the receiver is fully
under spoofef control; though its observables remain
similar to‘authentic [data except for a m phase offset,
creating potentialfor undetectable data bit manipulation.
From 150-400°s, the spoofer maintains frequency lock
while gradually inducing a code phase drift at 1.2 m/s,
leading, to,a clock offset. Finally, from 400468 s,
amplitude and phase remain fixed while the code phase
drift gontinues, producing a total offset of 381.6 m (1.273
us). Overall, the upgraded testbed and ds7.bin scenario
demonstrate sophisticated, seamless spoofing attacks
capable of covertly capturing a receiver’s tracking loops
and gradually biasing its timing [37]. A summary of the
datasets used in this paper is presented in Table 2.

5 Method

CAF images are typically high-dimensional, which
makes machine learning based spoofing detection
computationally intensive and time-consuming. Beyond
achieving high detection accuracy, minimizing the
detection latency of spoofing signals by neural networks
is critical. Therefore, a dimensionality reduction approach
that preserves the essential features of CAF images is
necessary to reduce processing time while maintaining
accurate detection.

The SVD_VAR algorithm is designed to reduce image
data into vectors using SVD and variance analysis. Its aim
is to represent high-dimensional image data in a more
compact form while preserving as much of the original
data variance as possible. The reduction process leverages
the features of SVD, a mathematical technique commonly
employed in data reduction and dimensionality reduction
tasks. In large datasets, such as those used in image
processing, high-dimensional data can be
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computationally expensive and challenging to handle.
The goal of SVD_VAR is to reduce these dimensions
while preserving a significant portion of the variance (or
information) present in the original data. This
transformation enables efficient storage, transfer, and
analysis of the data, while minimizing the loss of critical
information.

The steps of the proposed algorithm are as follows:
Step 1: Data input and loading

Assume X is the input image matrix loaded from the

dataset file. The data structure is defined such that X €
Rmxn'

Step 2: Singular value decomposition

After loading the image matrix X, singular value
decomposition is applied:

X = USVT )

where U € R™™ and VT € R*™™are orthegenal
matrices, and S € R™*" is a diagonal matrixgcontaining
the singular values s; , which quantify thesignificance of
each corresponding dimension.

Step 3: Computing the explained variancefor S

The singular values s; represent the amount of variance
explained by each dimension of the original data. The
larger the singular value, the more information” (or
variance) that component ac€ounts for. To capture this,
the algorithm computes/ the “proportion of variance
explained by each singular value asfollows:

8
2
j=1 s}‘}

Explained Variance = r=min(m,n) (10)

where {sX}? denotes the”squared singular values after
retaining K components. Equation (10) normalizes the
squared singular valles and provides the fraction of the
total variance preserved by each component. This ratio
determines how much of the total data variance is retained
by the selected singular components.

Step 4: Peak representative of each row

As noted, X € R™*™, and in accordance with Step 3 For
each row i, the preserved variance is given as:

v = (vy,Vy .., V)T € R™¥? (11)

For each row i, the maximum element (peak) is selected:

pi = maxX;;, i =12,..,m. (12)
1<j=sn

which yields the peak representative vector p =

(P1,P2s o) Pm)T € R™1. The final output vector is

obtained by element-wise multiplication of the two

vectors:

y =pOv (13)

where © denotes the Hadamard (€lément-wise) product.
Thus, the resulting output Mector is y € R™*1,

Step 5: Saving the résults

For each image and “matfile, the algorithm applies the
preserved variance'ecomputation using the singular values
and saves the pesulting data in a new .mat file. This
produces a compact representation of the original image
datasIf thednput data has dimensions mxn, the output data
will'be a I*Xm'vector, as illustrated in Fig. 7.

m I __, SVD Var —> [ T

_
n

Fig. 7 Operation of the SVD_VAR method.
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Table 2 Details of the datasets utilized in this article.

Dataset name

Quantity PRNs Dimensions
6Sec 1713 Authentic+ 1794 Spoof = 3507 1,11, 13, 20, 23, 31, 32 141x5714
4Sec 470 Authentic + 1280 Spoof = 1750 3,6,14,19,22 141x4092

TEXBAT ds4 2100 Authentic + 2100 Spoof = 4200 3,6,7,13, 16,19, 23 41x25000
TEXBAT ds7 7536 Authentic + 7536 Spoof = 15072 3,6, 7,10, 13, 16, 19, 23 41x25000
Authentic Spoof

The diagram of this method is also shown in Fig. 8. The
explained variance histogram plots for the 6sec, 4sec, and
TEXBAT datasets are presented in figures 9, 10, and 11,
respectively.

/ Image Matrix Acquisition /

Applying the SVD
Algorithm

|

Computmg and Saving
the S Values

l

Computing the
Explained Variance

!

Extracting the
Peak
Representative of
Each Row

v

Computing and
Saving the Final
Vector as Output

Fig. 8 Diagram of the SVD_VAR algorithm.

Variance Explained
Variance Explained

oo a0
1234567800 12H38 18901203020 1245678901230 119912393078

Singular values Singular values

Fig. 9,Explained variance for the 6sec dataset.

The explained variance plot in Fig. 9 clearly shows that
approximately 53% of the information is captured by the
first vectoryand 7% of the information is captured by the
second vector along with their corresponding singular
values.

Authentic Spoof

Variance Explained
Variance Explained

Singular values

Singular values

Fig. 10 Explained variance for the 4sec dataset.

Similarly, the explained variance plot in Fig. 10 clearly
shows that approximately 48% of the information is
captured by the first vector, and 25% of the information
is captured by the second vector along with their
corresponding singular values.
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Fig. 11 Explained variance for the TEXBAT ds4 dataset.

Finally, the explained variance plot in Fig. 11 clearly
shows that approximately 80% of the information is
captured by the first vector, and 6% of the information is
captured by the second vector along with their
corresponding singular values.

Therefore, for further processing, we reconstruct the
images using the top singular vectors and generate the
corresponding data from this algorithm in two cases: once
using the top singular vectors and once using all non-zero
singular vectors, as summarized in Table 3.

Table 3 Dimensions after applying the algorithm

Dataset Dimensions Dimensions Dimensions
with top with non- with top
singular zero singular singular

vectors > 2% vectors vectors > 5%
6Sec | 1x8 1x60 1x2
4Sec | 1x6 1x33 1x2

TEXBAT | 1x2 1x41 1x2

6 Machine Learning Structure

Considering the suggested “dimensionality reduction
algorithm, since the output is in theform of a vector, there
is no need for complex neural networks for spoofing
detectioh. Therefore, a'simple MLP neural network and
the kNNalgorithm are employed tosclassify authentic and
spoofed signals.

kNN methodis a superviseddearning technique used for
classification and\regtession. It predicts a data point’s
outcome based on the majority class or average value of
its k nearest neighbors, determined by a distance metric
such as Euclidean distance. kNN relies on nearby samples
rather than global class boundaries, making it particularly
suitable for datasets with overlapping class regions. The
steps of the KNN algorithm are as follows [13,38]:

e Distance calculation: Compute the distance
between the test data and each training data
point. Here, the Euclidean distance is used,
which is given by Eq. (14):

78910013450 1890 22 226 TRIBLABLDETIENE]

a(ly, ) = ’Zp(llp - Izp)z (14)

Where |1_1 and |_2 represent the training data
matrix and the test data matrix, respectively, and
p indicates the corresponding positions in the
matrices.

e Sorting: Arrange the data in ascending order
based on their distances.

e Selecting the nearest points: Choose the kk
points with the smallest distances and determine
the frequency of each class amieng these k points.

e Classification: The class with the highest
frequency among the k nearest peintsis assigned
as the predicted class for the test data.

7 Results

For simulating the proposeddmethed, an SDR software
receiver in the MATLAB environment was used. The IF
signal samplingsfiequency for the 6'sec and 4 sec datasets
was set tof5.7143 MHz, andgthe IF signal frequency to
1.4054 MHz. Eor the TEXBAT dataset, these values were
set to 0MHZ and 25 MHz, respectively. The hardware
employed consisted of a laptop with a Core i7-12650H
2.3 GHz progessor, RTX 3070 GPU with 8 GB RAM, and
32 GB of data memory. For spoofing detection, an MLP
neural network with a single hidden layer of 64 neurons
and the kNN algorithm were employed. Fully connected
layers also employed Tanh and sigmoid activations along
with Jdropout layers with a probability of 0.5. For
extracting CAF images, the Doppler frequency shift
search step was set to 500 Hz and 100 Hz, and the code
phase search step to 0.5 chips. The number of images used
is provided in Table 2. Among the total data, 70% were
used for training and 30% for testing and evaluation of the
neural networks. For better results the Nadam optimizer
was applied to determine the network weights and
thresholds. The goal of the proposed method is to
accelerate processing speed while maintaining a
reasonable detection accuracy (above 70%).

Before comparing the performance of the proposed
methods, the results are first simulated using the original
data dimensions. The results for the data with original
dimensions on the 6 sec dataset (141x5714) are presented
in Fig. 12 and Table 4.

Iranian Journal of Electrical & Electronic Engineering, Vol. XX, No. X, December YYYY 9



Model Accuracy

0.520 3
—— Train 0.5192
—— validation
A
0.510
.
2 o505
g
4
0.500
0.495
§nd: 0.4924
4
04907 Ltart: 0.4886
[ 20 &0 60 80 100
Epoch
Model Loss
glart: 3076.9402
3000
2500
2000
7
§ 1500
1000
500
0 §nd: 0.6925
0 20 40 60 80 100
Epoch

Fig. 12 Training and validation accuracy and loss for the data
with original dimensions without any preprocessing:

Table 4 Measured parameter using the original data
dimensions without any preproegssing.

Network MLP
Number of layers 5
Time (seconds) 201
Training accuracy (%) 51.92
Validation accuracy (%) 49.24
Test accuracy (%) 49.52
Training parameters 1,272,513
Training loss 0.6919
Validation loss 0.6925

As evident from thelresults above, training on data with
the original dimenSions is very time-consuming and
requires high-performance hardware for processing,
while achieving high accuracy can also be challenging.
Considering the hardware limitations for processing high-
dimensional data, the results in Table 4 are reported for
the maximum processable dimensions [pixels], which is
approximately 20,000 pixels. The actual image
dimensions are 805,674 pixels for 6sec dataset, which
would make the execution time in Table 4 several times

slower. This processing time would be much slower for
the TEXBAT dataset, which contains 1,025,000 pixels.
The results for the 6Sec dataset after applying the
proposed method, considering the top 5% singular vectors
with dimensions 1x2, are presented in figures 13 and 14.
A comparison of the measured parameters for MLP neural
network and KNN on this dataset is provided in Table 5.

Model Accuracy
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Z.5334
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0.50 4924 Validation Accuracy
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Epoch
Model Loss
8§§3 —— Train Loss

0.68

Validation Loss

0.66

0.64

0.62

Loss

0.60 -

0.58

0.56

0.54 1 $-5342

0 20 40 60 80 160
Epoch
Fig. 13 Training and validation accuracy and loss for the 6Sec
dataset (dimensions 1x2) generated using the proposed method
on the MLP neural network.

Confusion Matrix

True Label

original Spoof
Predicted Label

Fig. 14 Confusion matrix of the MLP neural network in the
proposed method on 6Sec dataset.

8 Conclusion

In this study, a detection method based on singular
values and variance from CAF data, using MLP neural
network and KNN machine learning algorithms, was
proposed. The presented method was evaluated on the

10 Iranian Journal of Electrical & Electronic Engineering, Vol. XX, No. X, December YYYY



TEXBAT dataset and simulated data. The results
demonstrate high detection accuracy despite requiring
shorter processing time. Additionally, by implementing a
dropout mechanism, optimizing parameter selection, and
choosing appropriate activation functions, we aimed to
further enhance the performance and accuracy of the
results. The proposed method achieved high accuracy and
robustness in distinguishing between genuine and spoofed
GPS signals. Evaluation metrics included confusion
matrices, accuracy, speed, and complexity. The results

demonstrated the effectiveness of combining CAF with
dimensionality reduction algorithms and machine
learning for GPS spoofing detection. However, the CAF-
based method may not be applicable to all scenarios and
conditions. Furthermore, the current model was trained on
specific datasets, while real-world GPS spoofing
scenarios may involve varying environmental conditions,
hardware configurations, and diverse spoofing
techniques.

Table 5 Measured parameter results for the proposed algorithm on the 6Sec dataset.

Parameter / Network kNN kNN kNN MLP MLP MLP
Dimension 1x60 1x8 1x2 1x60 1x8 1x2
Time (s) 51 4.9 4.2 29.85 2828 12
Training Accuracy (%) - - - 86.96 78.04 73.39
Validation Accuracy (%) - - - 87.64 80.8 75.48
Test Accuracy (%) 86.34 79.13 75.71 85.2 78 75.52
Training Parameters - - - 9153 644 257
Training Loss - - - 0.2917 0.4714  0.5488
Validation Loss - - - 0.2746  0.4606  0.5342
Number of Samples 3507 3507 3507 3507 3507 3507

The corresponding results of the proposed methed6n the
4Sec dataset are also presented in Table 7 The
corresponding results of the proposed method<on ‘the
TEXBAT ds4 dataset are presented in Figures 15 and 16
and Table 6.

Table 6 Measured parameter results*for the proposed algorithm
on the TEXBAT ds4 dataset.

Measured Parameters /Algorithm kNN MLP
Dimensions 1x2 1x2
Time (s) <1 16.6
Training Accuracy (%) - 99.22
Validation Accuracy (%) - 100
Test Accuracy (%) 100 100
Training Parameters - 65
Training Loss - 0.0420
Validation Loss - 0.0040
Number of Samples 4100 4100

The results for the TEXBAT ds7 dataset with
dimensions 1x2 and 1x41 for different spoofing time
intervals is presented in Tables 8 and 9.

Confusion Matrix

True Label
original

Spoof
|

l
Original Spoof
Predicted Label

Fig 15: Confusion matrix of the MLP neural network in the
proposed method on TEXBAT ds4 dataset.
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Fig. 16 Training and validation accuracy‘and loss for the
TEXBAT ds4 dataset (dimensions 1x2) generatechusinggthe
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proposed method on the MLP neural network.

JTable 7 Measured parameter results for the proposed algorithm on the 4Sec dataset.
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Fig. 17 Confusion matrix of the MLP neural network in the
proposed method on TEXBAT ds7 dataset.

Parameter / Network kNN kNN kNN MLP MLP MLP
Number of Layers - - - 5 5 5
Dimension 1x2 1x6 1x33 1x2 1x6 1x33
Time (s) 1 1.2 1.2 9 9.53 16
Training Accuracy (%) - - - 71.38 77.08 91.19
Validation Accuracy (%) - - - 72.33 68.67 92.49
Test Accuracy (%) 97.64 98.43 99.61 744 78.35 93.7
Training Parameters - - - 257 513 2113
Training Loss - - - 0.5390 0.5714 0.2431
Validation Loss - - - 0.5431 0.4941 0.2371
Number of Samples - - - 1750 1750 1750
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The accuracy versus k curve for the KNN algorithm is
shown in Fig. 18, where the best performance is achieved
atk =5.

K Value vs Accuracy
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Fig. 18 accuracy versus k curve for the kNN algorithm.

0 10

By comparing the figures above, we observe the better
performance of the kNN algorithm, which can be
attributed to several reasons. The reduced data has a small
number of dimensions, and in low-dimensional spaces,
kNN usually performs better because it directlyqusesithe
distance between data points for classification. In
contrast, MLP neural network generally performs better
with high-dimensional data and complex patterns, where
nonlinear transformations are required. kNN»does™ not
require model training; it simply stores the training data
and classifies new data based on distances. MLP neural
network, on the other hand, requires learning weights and
biases during training, which may not be optimal’for
simple 1x2 data. Moreover, if the data is lingarly

separable or has simple clusters, KNN can naturally adapt
to this structure by selecting appropriate neighbors. If the
dataset is small, KNN often performs better since it uses
all training data during classification.

In Figures 19 and 20, the detection performance with
different activation functions is presented. It can be
observed that the network performs better with the tanh
and elu activation functions.

sigmoid tanh relu leaky_relu prelu elu mish swish softmax
Activation Functions

Fig. 19 Comparison of the network’s detection performance
with different activation functions.

Convergence Curves for Different Activation Functions

[ 200 00 600 300 1000
Epoch

Fig. 20 Comparison of the network’s loss with different
activation functions.

Tablg 8 Measured parameter results for the proposed algorithm on the TEXBAT ds7 dataset 1x41.

Parameters / Time(s) 130-150 150-370 110-370 130-150 150-370 110-370
Algorithm MLP MLP MLP kNN kNN kNN
Dimension 1x41 1x41 1x41 1x41 1x41 1x41

Time (s) 22 25.6 44 2 24 31

Training Accuracy (%) 94.21 85.62 83.44 85 86 81

Validation Accuracy 95 85.63 84.03 - - -
(%)
Test Accuracy (%) 94.83 88.63 82.86 - - -
Training Loss 0.1419 0.3475 0.412 - - -
Validation Loss 0.131 0.352 0.362 - - -
Number of Samples 4052 7004 15020 4052 7004 15020
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Table 9 Measured parameter results for the proposed algorithm on the TEXBAT ds7 dataset 1x2.

Parameters / Time(s) 130-150 150-370 110-370 130-150 150-370 110-370
Algorithm MLP MLP MLP kNN kNN kNN
Dimension 1x2 1x2 1x2 1x2 1x2

Time (s) 7 10.3 <1 <1 <1
Training Accuracy 79 65 65.72 80 70 72
(%)
Validation Accuracy 815 63 - - -
(%)
Test Accuracy (%) 76.83 65.34 - - -
Training Loss 0.47 0.6415 0.6171 - - -
Validation Loss 0.4387 0.6402 0.6011 - - -
Number of Samples 4052 7004 15020 4052 7004 15020

By comparing Tables 4 to 9, it can be observed that this
method achieves between 99.69% and 99.99%
dimensionality reduction [number of pixels]. Moreover, it
provides an improvement in detection accuracy ranging
from 47% to 84.3%, and in terms of time efficiency, we
achieved an average improvement of aboutf93%. In the

following, s,We adopt/an approach aimed at further
enhancing detectiondccuracy while maintaining an ideal
runtime compared to the original dimensions. A
comparison of different spoofing detection methods is
presented in Table 10.

Table 10 Camparison‘of different spoofing detection methods.

Technique Description Spoofing case Detection rate (%)
ZHOU [39] (2022) Spoofing detection method based on TEXBAT Case 4 and 90
weighted second-order central moment Case 7
SUN [40] (2021) Spoofing detection using/Q-channel signal TEXBAT Case 2 and 90
quality monitoring metric Case 3
KHAN AND AHMAD [41] Spoofing detection through measured TEXBAT Case 2 83.9
(2022) autocorrelation function shape distortion
TEXBAT Case 3 and 100
Case 4
TEXBAT Case 5 97
TEXBAT Case 6 96.8
GROSS [42] (2019) Power-distortion monitoring for GNSS- TEXBAT Case 2-6 82.89
signal authentication
TEXBAT Case 7 70
G. MARCHAND [33] C/NO and Q-channel signal quality OAKBAT Case 4 82
(2023) monitoring metric
analysis of Cross-Ambiguity Function - 80-95
BORHANI [12] (2020)
PROPOSED METHOD Spoofing detection based on variance and TEXBAT Case 4 100
singular values analysis of Cross-
Ambiguity Function
TEXBAT Case 7 82.86
Simulated Data 6ec 85.2
and 4Sec 93.7

14
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